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1. Introduction

Human beings hold substantial interests in communicating their
thoughts and in receiving the expressions of others. The significance of
these interests renders coercive restrictions on communications difficult to
justify, thereby providing a plausible foundation for a moral right to speak
and to listen that merits legal protection. Freedom of expression is a central
commitment of political liberalism, recognised as a fundamental human
right across various legal frameworks, including international treaties,
regional systems, and national constitutions', underscoring its universal
dimension. It refers to the liberty to express ideas, thoughts, and opinions,
as well as to seek, receive, and impart information through diverse means
of communication, free from unjustified interference by public authorities.

In line with the Universal Declaration of Human Rights (UDHR),
Article 19 of the International Covenant on Civil and Political Rights
(ICCPR) affirms such a right as encompassing the freedom to seek, receive
and impart information and ideas of all kinds, regardless of frontiers and by
any means of choice. Likewise, the right to freedom of expression is

* Giovana Peluso Lopes is funded by RetrAln (Dutch government-funded Starter
Grant) and CONSENTIS (Grant Agreement No 101168011); Pratiksha Ashok is funded
by AI4POL (Grant Agreement No 101177455). This article was subjected to double-blind
peer review.

U A. Stone, The Comparative Constitutional Law of Freedom of Expression in 'T. Ginsburg
and R. Dixon (eds), Comparative Constitutional Law, Cheltenham, 2011, p. 406 ff.
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enshrined in Article 10 of the European Convention on Human Rights
(ECHR), and reaffirmed in Article 11 of the Charter of Fundamental Rights
of the European Union (CFREU), both of which protect the freedom to
hold opinions and to receive and impart information and ideas without
interference by public authority and regardless of frontiers.

The freedom to hold opinions is often referred to as the active
dimension of freedom of expression, whereas the individual freedom to
form an opinion based on accessing diverse information constitutes the
passive dimension of this right (also understood as freedom of
information). Within the traditional European constitutional framework,
freedom of expression thus encompasses at least two equivalent rights,
namely, that of speakers to express themselves and that of audiences not to
be deprived of valuable and useful information®. In other words, freedom
of expression is “double-sided”, providing for speakers’ and audiences’
rights’.

Moreover, in the European constitutional tradition, the centrality of
freedom of expression does not exclude potential restrictions due to the
need to prevent abuses or to balance its exercise with other rights, which
are equally worthy of constitutional protection®. This is explicitly
acknowledged, for instance, in the ECHR, according to which, since
freedom of speech «carries with it special duties and responsibilities»’, it may
be subject to certain restrictions provided by the law and necessary to
guarantee the rights and reputation of others, and to protect relevant public
interests such as national security, public order, or public health. This
approach is not, however, reflected in other legal frameworks, such as that
of the United States, where the First Amendment emphasises the active
right of every individual to speak without restriction, and where interests
considered legitimate counterweights to freedom of expression in other
liberal democracies are instead subordinated to the overriding constitutional
priorities of freedom of speech and the press°’.

2 G. De Gregotio and P. Dunn, Artificial Intelligence and Freedom of Excpression in A.
Quintavalla and J. Temperman (eds), Arsficial Intelligence and Human Rights, Oxford, 2023,
p. 77.

3 L. Woods, Article 11 in S. Peers et al. (eds), The EU Charter of Fundamental Rights: A
Commentary, Oxford, 2015, p. 323.

4 G. De Gregorio and O. Pollicino, The European Constitutional Way to Address
Disinformation in the Age of Artificial Intelligence, in German Law Journal, vol. 26, 2025, p. 7.

5> Art. 10(2) ECHR.

¢ ¥. Schauer, The Exveptional First Amendment in M. Ignatieff (ed), American
Exceptionalism and Human Rights, Princeton, 2005, p. 29 ff.
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While numerous justifications exist for granting freedom of
expression robust legal protection in liberal societies, two approaches have,
over time, gained special significance’. The first highlights the inherent value
of freedom of expression for the individual. From this perspective,
expression is regarded as a fundamental component of personal autonomy,
self-development, and self-fulfilment. The capacity to articulate one’s
thoughts and to pursue lines of inquiry inspired by one’s imagination is seen
as a defining feature of a free society. On this account, freedom of
expression merits protection even in the absence of wider social benefits,
given its role in developing one’s character and potentialities as a human
being through the open exchange of ideas. The second justification
underscores the instrumental value of freedom of expression for society.
Here, its importance lies in, among other goods, sustaining a marketplace
of ideas, enabling the pursuit of truth and, most importantly, advancing
democratic self-government®. Indeed, the digital age has made salient one
of the central purposes of freedom of speech, namely, to protect and foster
a democratic culture, consisting of a culture in which individuals have a fair
opportunity to participate in the forms of meaning-making and mutual
influence that constitute them as individuals’.

The advent of digital technologies, however, has profoundly changed
the ways in which individuals express themselves and enjoy freedom of
expression in a democratic society'’. In particular, Artificial Intelligence (AI)
systems are increasingly shaping the production and dissemination of
speech. This is taking place, for instance, through generative tools that
expand opportunities for personal and artistic self-expression, but also, due
to their low cost and accessibility, enable the mass production of persuasive
and hyper-realistic content that is difficult to detect, thereby amplifying the
tisks of large-scale disinformation and eroding trust in authentic media''.

Al is also defining the contours and limits of speech via content
moderation practices. Broadly speaking, content moderation is defined as
«the governance mechanisms that structure participation in a community to

7 E. Barendt, Freedom of Speech, Oxford, 2007, p. 1 ff.

8 M. Goswami, Algorithms and Freedom of Expression in W. Barfield (ed), The Law of
Algorithms, Cambridge, 2020, p. 561.

9 J. Balkin, Free Speech in the Algorithmic Society: Big Data, Private Governance, and New
School Speech Regulation, in UC Davis Law Review, vol. 51, 2018, p. 1149 ff.

10Tbid., p. 1151.

K. Bontcheva et al., Generative Al and Disinformation: Recent Adpvances, Challenges, and
Opportunities, 2024, available at verrai.en.
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facilitate cooperation and prevent abuse»'”. Moderation thus involves not
only the administrators or moderators with power to remove content or
exclude users, but also the design decisions that organise how the members
of a community engage with one another".

On the one hand, Al systems used for content moderation have
become a necessary tool to defend freedom of expression and the values
underlying it, creating the conditions for a robust and vibrant democratic
exchange on online platforms. Due to the enormous amount of content
created and circulated daily, which wvastly exceeds the capacity of
intermediaries to rely solely on human review prior to upload, these
platforms are turning to automated processes to assist in the detection and
analysis of problematic content'*.

On the other hand, content moderation can influence both
individuals’ ability to express their views and their access to information on
digital platforms, thereby impacting the active and passive dimensions of
freedom of expression. For instance, the unjustified demotion of content
incorrectly labelled as disinformation may restrict the freedom of expression
of the person posting it, as well as limit the public’s right to be informed. In
contrast, curation of search results or newsfeeds primarily impacts the
freedom to receive information — for example, when algorithmic curation
filters out opposing political perspectives, preventing a supporter of one
party from being exposed to alternative viewpoints'>. Such risks have led
the United Nations Special Rapporteur on Freedom of Expression to
criticise content moderation systems for their vague operational rules,
inconsistent enforcement practices, and excessive reliance on automation,
which can result in over-blocking and prior censorship'®.

12 J. Grimmelmann, The VVirtues of Moderation, in Yale Journal of Law and Technology,
vol. 17, 2015, p. 42.

13 R. Gorwa, R. Binns and C. Katzenbach, Algorithmic Content Moderation: Technical
and Political Challenges in the Automation of Platform Governance, in Big Data & Society, vol. 7,
2020, p. 3.

14 E. Llanso, J. van Hoboken, P. Leerssen and J. Harambam, Awificial Intelligence.
Content Moderation, and Freedom of Expression, in Transatlantic Working Group, 26 February
2020, available at zvir.nl.

15 M. Brkan, Freedon of expression and Artificial Intellisence: on personalisation, disinformation
and (lack of) horizontal effect of the Charter, in Maastricht Faculty of Law Working Papers, 17 March
2019, available at papers.ssrn.com.

16 United Nations, Report of the Special Rapportenr on the Promotion and Protection of the
Right to reedom of Opinion and Excpression (UN. Doc A/HRC/38/35), 6 Aptil 2018, available
at ohchr.org.
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In the European Union (EU), recent regulatory initiatives have begun
to address the implications of Al-driven content moderation for freedom
of expression from distinct yet complementary perspectives. The Digital
Services Act (DSA)" governs the responsibilities of online intermediaries
and platforms in moderating and curating content, seeking to ensure that
these private governance structures operate consistently with users’
fundamental rights, including freedom of expression. The Artificial
Intelligence Act (Al Act)’® by contrast, regulates Al systems as such,
extending its scope to those employed in moderation and recommender
functions that shape online discourse.

Based on the existing research, this article investigates the following
research question: How does the increasing reliance on Al-driven content
moderation affect the protection of freedom of expression in the European
Union, and to what extent do the Digital Services Act (DSA) and the
Artificial Intelligence Act (Al Act) provide an adequate regulatory response
to these risks?

To answer this question, the article adopts a doctrinal and normative
legal analysis, complemented by a structured mapping of technological risks.
First, it conceptualises Al-driven content moderation and distinguishes
between different forms of moderation and curation in the digital
environment (Section 2). Second, it identifies and systematises the technical
and structural risks that automated moderation systems pose to the active
and passive dimensions of freedom of expression (Section 3). This risk-
mapping exercise serves as the analytical baseline against which the
regulatory framework is evaluated. Third, the article examines the DSA and
the Al Act, analysing their scope, obligations, and underlying regulatory
logic in light of the previously identified risks (Section 4). Finally, it assesses
whether the combined operation of these instruments establishes a
coherent and rights-sensitive governance architecture for Al-driven content
moderation, and whether the classification of certain moderation systems
as high-risk under the AI Act would strengthen fundamental rights
protection (Sections 4.1-4.2).

17 Regulation (EU) 2022/2065, Digital Services Act.
18 Regulation (EU) 2024/1689, Attificial Intelligence Act.
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2. Content Moderation in the Digital Age

Content moderation can be described as the processes and
mechanisms through which online platforms monitor, filter, and regulate
the material that users upload or circulate”. In other words, it is the attempt
to balance the principles of freedom of expression with the need to maintain
safe, lawful, and hospitable online environments. Yet the concept of
“content moderation” is not monolithic; it encompasses different models,
approaches, and philosophies™.

Literature often distinguishes between “hard” and “soft” content
moderation, as well as “content moderation stricto sensu,” and “‘content
curation,” each reflecting different functions and degrees of intervention®.
Hard content moderation refers to the direct removal, blocking, or filtering
of user-generated content deemed unacceptable’. This can include
takedowns of posts containing, for instance, hate speech, child sexual abuse
material, or copyright-infringing works. Hard moderation operates in a
binary mode in which content is either deemed permissible or
impermissible, and platforms often enforce this approach under a mix of
legal obligations and their own community standards. For example, EU law
mandates the removal of terrorist content within one hour of receipt of a
removal order issued by a Member State competent authority, compelling
platforms to deploy rapid and decisive moderation strategies®.

Soft content moderation, by contrast, involves less intrusive
interventions that do not necessarily remove the content but alter its
visibility or accessibility. This can include downranking posts in
recommendation algorithms, placing warning labels, fact-checking notes, or
limiting the sharing functions for disputed content. The “soft” approach
has become especially significant in the context of misinformation and
“lawful but awful” speech — the latter referring to speech that is offensive
or morally repugnant to many people but is nevertheless protected by

19°S. Robetts, Bebind the Screen: Content Moderation in the Shadows of Social Media, Yale,
2019, p. 33 ff.

20 B. Rieder and Y. Skop, The Fabrics of Machine Moderation: Studying the Technical,
Normative, and Organizational Structure of Perspective AP, in Big Data & Society, vol. 8, 2021.

2V M. Klos, Wrongful Moderation: Regulation of internet intermediary service provider liability
and freedom of expression, 21 September 2021, available at scholarlypublications.universiteitleiden.nl.

22 F. Stjernfelt and A. Lautitzen, Nipples and the Digital Community in F. Stjernfelt and
A. Lauritzen (eds), Your Post has been Removed: Tech Giants and Freedom of Speech, Cham, 2020,
p. 95 ff.

2 Regulation (EU) 2021/784 of the European Patliament and of the Council of 29
April 2021 on addressing the dissemination of terrorist content online.
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freedom of expression®™. Rather than outright eliminating these sorts of
materials, platforms try to reduce their reach or add contextual information,
thereby walking the line between respecting user autonomy and curbing
harmful effects.

Content curation differs conceptually from moderation, even though
the two are frequently conflated. Curation refers to the ways platforms
organise, recommend, and prioritise content in feeds, timelines, or search
results®. Whereas moderation is primarily concerned with excluding
undesirable material, curation is about amplifying or foregrounding certain
kinds of content. Yet, the boundary is blurry. A decision to downrank
extremist content in recommendations could be seen as both moderation (a
soft form) and curation (an editorial choice about what users should see).

Content moderation /ato sensu can be implemented through human
judgment, automated systems, or a hybrid model combining both. Each
approach has advantages and drawbacks, and in practice, most large
platforms use a combination of these according to the type of content being
moderated and the goals of content moderation practices.

Manual moderation relies on human moderators who review flagged
content and make case-by-case decisions™. In the eatly days of the internet,
most moderation was manual, with community managers or volunteers
deciding whether posts complied with forum rules. Even today, platforms
like Reddit and Discord rely heavily on human moderators at the
community level”’. Manual moderation has the benefit of contextual
understanding: humans can detect sarcasm, cultural nuance, or ambiguous
speech in ways algorithms struggle to replicate®. However, it is resource-
intensive and emotionally taxing. Reports have documented the severe
psychological toll on commercial moderators who spend hours reviewing

% D. Keller, Lawful but Awful? Control over I egal Speech by Platforms, Governments, and
Internet Users, in The Unaversity of Chicago Law Review Online, June 2022, available at
lawreview.uchicago.edu.

25 A. Higson, Netflix — The Curation of Taste and the Business of Diversification, in Studia
Humanistyezne AGH, vol. 20, 2021, p. 7 ff.

26 J. Wamai, M. Kalume, M. Gachuki and A. Mukami, .4 New Social Contract for the
Social Media Platforms: Prioritizing Rights and Working Conditions for Content Creators and
Moderators, in International Journal of Labour Research, vol. 12, 2023, p. 98 ff.

21'T. Gillespie, Custodians of the Internet: Platforms, Content Moderation, and the Hidden
Decisions That Shape Social Media, Yale, 2018, p. 18.

28 A. Demopoulos, Free the Nipple: Facebook and Instagram Told to Overhaul Ban on Bare
Breasts, in The Guardian, 18 January 2023, available at zheguardian.com.
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violent or abusive material”. Moreover, manual moderation is often too
slow to handle the sheer scale of modern social platforms, where millions
of posts are uploaded every minute.

Automated moderation, by contrast, leverages algorithms and
machine learning systems to detect and filter problematic content at scale.
For instance, YouTube employs automated copyright detection tools like
Content ID, while Facebook uses machine learning to proactively detect
and remove nudity or terrorist propaganda®. Automation allows for speed
and efficiency, especially in contexts where rapid removal is legally required.
Yet, these systems are prone to error. As will be discussed shortly, they often
over-remove, censoring legitimate expression, or under-remove, failing to
catch harmful content’".

Finally, hybrid moderation attempts to combine the strengths of
human judgment with the efficiency of automated systems. Typically, Al
tools pre-screen content and flag potentially problematic posts, which are
then reviewed by human moderators. This tiered approach reduces the
volume of material requiring human review while still ensuring contextual
evaluation for borderline cases. Hybrid systems are increasingly common:
for example, Meta reports that Al removes large volumes of policy-violating
content automatically, but complex or ambiguous cases are escalated to
human teams™.

These different approaches to content moderation aim to achieve
various purposes, which extend beyond simple compliance with law, but
rather encompass a wide range of objectives linked to safety, trust, and
governance. At the most basic level, moderation ensures that platforms do
not become havens for illegal content. This includes categories such as child
sexual abuse material, terrorist propaganda, and copyright infringement.
Legal obligations vary across jurisdictions, but platforms often operate
under a “notice and takedown” model, where they must remove illegal
content once notified.

Content moderation practices also seek to address harmful but not
necessarily illegal content. This includes some forms of hate speech,

29 O. Solon, Facebook Is Hiring Moderators. But Is the Job Too Gruesome to Handle?, in The
Guardian, 4 May 2017, available at theguardian.com.

0T, Gillespie, Custodians of the Internet, cit., p. 3.

31 ]. Cobbe, Algorithmic Censorship by Social Platforms: Power and Resistance, in Philosophy
& Technology, vol. 34, 2021, p. 739.

32 S. Balendra, Meta’s Al Moderation and Free Speech: Ongoing Challenges in the Global
South, in Cambridge Forum on Al: Law and Governance, vol. 1, 2025, p. 21.
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harassment, self-harm promotion, and graphic violence”. In many
jurisdictions, such content may not reach the legal threshold of illegality but
still poses risks to users. For instance, the category of “lawful but awful”
content captures this grey area of expression that is legal but undesirable.
Examples include racist slurs that do not meet the legal definition of hate
speech, or misinformation that is not outright illegal®. While
misinformation involves the wunintended sharing of false data,
disinformation reflects the deliberate spread of misleading content to
further specific agendas™. The COVID-19 pandemic underscored how
misinformation can have serious public health consequences™, while
electoral disinformation threatens democratic processes’. Platforms
responded with new measures such as fact-checking labels, content
demotion, and promotion of authoritative sources.

Platforms often remove or restrict materials that are not illegal under
their own policies to protect user safety, mitigate reputational harm, and
maintain advertiser-friendly environments. In fact, moderation also serves
broader platform policy and business objectives. Advertisers often demand
brand-safe environments, leading platforms to adopt stricter standards than
those required by law. Moderation thus also functions as a tool of market
self-regulation and enhances consumer trust™.

This section has examined the principal dimensions of content
moderation, distinguishing between strict moderation and content curation,
the varying degrees of human and automated involvement in these
processes, and the multiple purposes they serve — including the removal of
illegal content, the mitigation of misinformation and disinformation, and
the management of “lawful but awful” material under platform community
standards. The following section will consider how freedom of expression
is impacted by content moderation practices increasingly driven by artificial
intelligence technologies within digital platforms.

3 E. Nave and L. Lane, Countering Online Hate Speech: How Does Human Rights Due
Diligence Impact Terms of Service?, in Computer Law & Security Review, vol. 51, 2023, p. 1 ff.

3 S. Chesterman, Lawful but Awful: Evolving Legislative Responses to Address Online
Misinformation, Disinformation, and Mal-Information in the Age of Generative Al in The American
Journal of Comparative Law, vol. 72, 2024, p. 933 ff.

3% K. Jaidka et al., Misinformation, Disinformation, and Generative AlL: Implications for
Perception and Policy, in Digital Government: Research and Practice, vol. 6, 2025, p. 2.

36 F. Caceres et al., The impact of misinformation on the COVID-19 pandemic, in AINS
public bealth, vol. 9, 2022, p. 262 ff.

37 C. Marsden, T. Meyer and 1. Brown, Platform values and democratic elections: How can
the law regulate digital disinformation?, in Computer Law & Security Review, vol. 36, 2020.

3T, Gillespie, Custodians of the Internet, cit., p. 126.
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3. Risks of Al-Driven Content Moderation to Freedom of Expression

Artificial intelligence now forms the backbone of modern content
moderation, as the vast scale of online information surpasses the capacity
of human reviewers to monitor uploaded material and identify content that
is illegal or violates platform rules. Machine learning classifiers are widely
used to identify categories of harmful content, such as hate speech,
extremist material, nudity, or spam. For instance, natural language
processing (NLP) systems scan text for offensive language, while computer
vision models detect violent or pornographic imagery”. These techniques
are particularly effective at categorising undesirable content, yet their use
also carries risks, as they may inadvertently exclude legitimate expressions
or overlook illegal or harmful materials, thereby posing potential threats to
freedom of speech. This section begins by identifying technical limitations
of Al-driven content moderation tools and how they can negatively impact
the right to freedom of speech. These limitations stem from their inability
to fully account for evolving context and practice, lack of diversity in
training datasets and the generation of biased outputs.

3.1, Technical Limitations of Content Moderation Systems

The effectiveness of content moderation systems largely depends on
their ability to accurately distinguish between acceptable and unacceptable
material. Developing such reliable systems requires minimising the number
of errors they produce. To achieve this, the machine learning techniques
used for moderating content must be trained on large datasets with specific
qualities — most importantly, data that accurately represents the domain in
question. If certain categories are either underrepresented or
overrepresented in the training data, the system may fail to properly identify
items belonging to those categories. This can compromise the tool’s
accuracy, resulting either in the removal of harmless content or in the
unintended publication of material that should have been restricted®.

¥ S. Govindankutty and A. Kumar, Design and Implementation of Automated Content
Moderation Systems in Social Media, in Integrated Journal for Research in Arts and Humanities, vol.
4, 2024, p. 380 ff.

4 G. Sartor and A. Loreggia, The Impact of Algorithms for Online Content Filtering or
Moderation, European Parliament, September 2020, p. 45, available at exrgparl.enropa.en.
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One example is the lack of linguistic diversity in training datasets.
Many moderation systems are trained primarily on high-resource languages,
such as English and Spanish, leaving them less effective in detecting harmful
content in other languages*. This creates global inequities: platforms may
be more effective at moderating speech in the United States or Europe than
in the Global South, where linguistic diversity and lack of resources reduce
coverage. The lack of linguistic diversity can result in illegal or harmful
speech being unidentified or misidentified, as highlighted by the 2017-2018
Rohingya crisis in Myanmar, as Facebook was slow to act against hate
speech in Burmese®.

Another challenge lies in the lack of contextual understanding. Al
systems cannot account for the contextual factors, intentions, linguistic
subtleties, cultural variations, and their evolving dynamics that are necessary
for effective content evaluation. Certain formats of content, such as
audiovisual material, also present greater challenges for accurate
identification and moderation. Moreover, Al often struggles to interpret
elements such as misspellings, variations in syntax, and the use of images,
GIFs, or memes to convey meaning. Consequently, this can lead to the
unintended removal of lawful content, including reports on extremist
incidents or expressions of political dissent, raising concerns regarding
accuracy, potential censorship, and the broader implications for freedom of
expression®.

Al also struggles to interpret the subtle dimensions of human
communication, especially when it comes to identifying speaker intent or
motivation — both of which are key elements in moderating content,
particularly hate speech. For instance, it fails to distinguish between harmful
and benign uses of the same language®, or to interpret the context specific
language used by marginalised communities, such as forms of ‘mock

41 G. Nicholas and A. Bhatia, Toward Better Automated Content Moderation in Low-
Resource Langnages, in Journal of Online Trust and Safety, vol. 2, 2023, p. 1 ff.

2 M. Kettemann, How Platforms Respond to Human Rights Conflicts Online: Best Practices
in Weighing Rights and Obligations in Hybrid Online Orders, Verlag Hans-Bredow-Institut, 2022,
available at ssoar.info; F. Shahid and A. Vashistha, Decolonizing Content Moderation: Does
Uniform Global Community Standard Resemble Utopian Equality or Western Power Hegemony?, in
Proceedings of the 2023 CHI Conference on Human Factors in Computing Systems, article no. 391, p.
1 ff.

S, Udupa et al., Artificial Intelligence, Exctreme Speech and the Challenges of Online Content
Moderation, A14Dignity Project, 2021, available at disinfobservatory.org.

# M. Alawamleh, N. Shammas, K. Alawamleh and L. Ismail, Examining the
Limitations of Al in Business and the Need for Human Insights Using Interpretive Structural Modelling,
in Journal of Open Innovation: Technology, Market, and Complexity, vol. 10, 2023.
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impoliteness’ and the use of reclaimed slurs within the LGBTQ
community®. Similatly, research indicates that tweets written in African
American English are twice as likely to be flagged as offensive, underscoring
the presence of racial bias within algorithmic moderation systems*. This
highlights concerns about potentially discriminatory content moderation
practices and the unjust removal of legitimate material, especially in relation
to expressions from minoritised or historically marginalised communities.

As previously mentioned, a lot of these issues stem from biased,
inaccurate or limited training data. Machine learning systems acquire their
capacity to recognise and differentiate between various types of content
through the datasets on which they are trained. Many of these systems rely
on publicly available labelled datasets; however, when such datasets lack
examples of language use from diverse linguistic or social groups, the
resulting tools are unable to accurately interpret those communities’ forms
of expression. Furthermore, natural language processing models tend to
perform optimally in contexts that closely resemble their training data.
Developing tools that function effectively across different platforms,
languages, cultures, interest groups, and subject areas remains challenging.
When applied to domains or speaker groups not well represented in the
training data, these systems risk producing misclassifications that
disproportionately impact underrepresented groups®’. Algorithmic bias in
moderation thus reflects and amplifies existing social inequalities*.

In addition, content moderation systems face adversarial challenges,
as users seeking to disseminate harmful content often develop strategies to
evade detection, such as altering spellings, embedding messages within
images, or using coded language. Moderation systems must continually
adapt, creating a cat-and-mouse dynamic®”. Consequently, there is a need
for flexible and adaptive models, as human communication patterns change
rapidly and users restricted by automated filters are especially motivated to
find ways to bypass them. Static machine learning models, therefore, risk

4 T. Dias, D. Antonialli and A. Gomes, Fighting Hate Speech, Silencing Drag Queens?
Artificial Intelligence in Content Moderation and Risk to LGBTQ Voices Online, in Sexuality and
Culture, vol. 25, 2020, p. 700 ff.

46 M. Sap, The Risk of Racial Bias in Hate Speech Detection, in Proceedings of the 57th Annual
Meeting of the Association for Computational Linguistics, 2019, p. 1668 ff.

47 E. Llansé, J. van Hoboken, P. Leerssen and J. Harambam, Artificial Intelligence,
Content Moderation, and Freedom of Expression, cit., p. 8.

4 F. Shahid and A. Vashistha, Decolonizing Content Moderation, cit., p. 42; B. Rieder
and Y. Skop, The Fabrics of Machine Moderation, cit., p. 20.

4 A. Arora et al., Detecting Harmful Content on Online Platforms: What Platforms Need vs.
Where Research Efforts Go, in ACM Computing Surveys, vol. 56, 2023, p. 1 ff.
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becoming obsolete and ineffective at accurately classifying user content
over time™.

In order to overcome some of the technical challenges presented thus
far, Large Language Models (LLMs) are increasingly integrated into
automated content moderation, particularly for detecting and mitigating
hate speech online. For instance, Google’s Perspective API, a transformer
model, detects toxic content in 12 languages, whereas Meta Al developed
and employs tools like RoBERT2 and XLLM-R, which are transformer-based
and trained on text in 100 languages. Compared to conventional moderation
techniques, they offer notable advantages in contextual reasoning,
adaptability, and the ability to automatically generate large datasets to
improve classifier performance®. However, significant shortcomings
remain. Studies have shown that while LLMs provide valuable reasoning
support in moderation decisions, they are best suited as tools within hybrid
moderation frameworks, where automated outputs are complemented by
human oversight>. Moreover, concerns persist regarding their stability and
reliability, as moderation outcomes can vary unpredictably between models,
with larger models not necessarily performing better than smaller ones.
Traditional moderation tools often continue to outperform LLMs in
consistency, while issues of high computational cost, limited interpretability,
and dependence on contextual prompting highlight the need for further
research into achieving a balanced and sustainable integration of LLLMs into
content moderation ecosystems”".

50 E. Llanso, J. van Hoboken, P. Leerssen and J. Harambam, Ar#ficial Intelligence,
Content Moderation, and Freedom of Expression, cit., p. 8.

SUE. Penagos, ChatGPT, Can you solve the content moderation dilemma?, in International
Journal of Law and Information Technology, vol. 32, 2024, p. 9.

52 Ibid., p. 1 ff,; F. Gilardi, M. Alizadeh and M. Kubli, ChatGPT Outperforms Crowd
Workers for Text-Annotation Tasks, in Proceedings of the National Academy of Sciences: Political
Sciences, vol. 120, 2023, p. 1 ff.; L. Li, L. Fan, S. Atreja and L. Hemphill, “HOT” ChatGPT:
The Promise of ChatGPT in Detecting and Discriminating Hateful, Offensive, and Toxic Comments on
Social Media, in ACM Transactions on the Web, vol. 18, 2024, p. 1 ff.; D. Kumar, Y. Abuhashem
and Z. Durumeric, Warch Your Language: Investigating Content Moderation with Large Langnage
Models, in Proceedings of the International AAAIL Conference on Web and Social Media, vol. 18, 2024,
p. 865 ff.; K. Caramancion, Harmessing the Power of ChatGPT to Decimate Mis/ Disinformation:
Using ChatGPT for Fakem News Detection’, in IEEE World Al 10T Congress (AILloT), 2023, p.
42 ff.

5 E. Penagos, ChatGPT, Can you solve the content moderation dilemma?, cit., p. 9.
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3.2. Risks to Freedom of Expression

Having outlined the main technical limitations of Al-driven content
moderation systems, the following section turns to examine how the
integration of automated systems in content moderation introduces unique
risks for freedom of expression. It analyses key issues arising from the
deployment of automated moderation tools, including the risks of over-
removal of content, the persistence of false positives and false negatives,
the emergence of proactive filtering as a form of prior restraint, and the
opacity of algorithmic decision-making.

3.2.1  Over-Removal of Content

Content moderation requires carefully balancing two often
conflicting objectives: minimising the individual and societal harms caused
by illegal or harmful content, while also promoting free speech and enabling
open, civil interaction online. Automated systems, including Al-driven
moderation tools, inevitably operate with some level of error because they
rely on statistical and probabilistic models™. As Sartor and Loreggia
observe, at any given level of technical performance, lowering the rate of
false negatives (that is, reducing the chances that harmful content will be
overlooked) typically comes at the cost of increasing the rate of false
positives (the rejection of legitimate content). In other words, enhancing a
system’s sensitivity or recall inevitably entails a corresponding reduction in
its specificity or precision, meaning platforms must navigate a trade-off
between under-blocking harmful material and over-blocking legitimate
expression.

This trade-off is further compounded by the regulatory and economic
incentives that shape platform behaviour. In practice, the risk of liability and
financial penalties can encourage platforms to err on the side of caution,
prioritising the removal of potentially unlawful or controversial material
rather than risking non-compliance”. Dias highlights how the volume
increase of content to be moderated and regulatory requirements to swiftly
act have caused companies to «act proactively in order to avoid liability (...)

5 G. Sartor and A. Loreggia, The Impact of Algorithms for Online Content Filtering or
Moderation, cit., p. 45.

5 N. Alkiviadou, Moderating Hate or Moderating Rights? The Paradox of the Enropean
Approach to Online Hate Speech and Platform 1iability, CELE Research Paper no. 69, 2025, p.
12, available at papers.ssrn.com.
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in an attempt to protect their business models». In this context, the
Council of Europe has cautioned that increasing dependence on Al-based
moderation tools may result in excessive content removal, thereby
endangering freedom of expression®. Moreover, given the lack of
harmonisation between national legal frameworks — for example, in how
hate speech and other forms of illegal content are defined —platforms may
choose to follow the most restrictive regulatory standards across
jurisdictions to ensure overall compliance, rather than aligning with the
more permissive ones. This dynamic further amplifies the tendency toward
over-blocking and can have a chilling effect on legitimate expression online.

3.2.2  False Negatives and False Positives

Errors arising from Al-driven content moderation can affect both the
active and passive dimensions of freedom of expression, by either
restricting the right to speak and the right to receive information. On one
hand, false negatives — which we have seen are instances where harmful or
inappropriate content is not detected — can produce chilling effects on free
speech. When abusive, misleading, or otherwise harmful material remains
online, it can discourage individuals, particularly those belonging to
vulnerable or marginalised groups, from participating in public discussions
for fear of harassment or hostility. For instance, exposure to online hate
speech can cause fear, emotional distress and, importantly, self-censorship,
particularly among members of minority groups™. This silencing effect not
only limits the voices of those directly affected (i.e., the active dimension of
freedom of expression) but also deprives others of the opportunity to hear
diverse perspectives (i.e., the passive dimension of freedom of speech),
ultimately weakening public discourse.

Moreover, false negatives can have a disproportionate effect on
different social groups participating in public discourse, particularly when
the Al systems are trained on biased or unrepresentative data. Dietrich
illustrates this with the example of two opposing groups that regularly

56T Dias, Content Moderation Technologies: Applying Human Rights Standards to Protect

Freedom of Excpression, in Human Rights Law Review, vol. 20, 2020, p. 608.

57 Council of Europe, Algorithns and Human Rights: Study On the Human Rights
Dimensions of Automated Data Processing Technigues and Possible Regulatory Implications, 2018,
available at edoc.coe.int.

8 N. Alkiviadou, Moderating Hate or Moderating Rights? The Paradox of the European
Approach to Online Hate Speech and Platform Liability, cit.
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exchange hostile and insulting comments toward each other”. Each group
uses distinct linguistic styles or “speech codes,” which may not be equally
represented in the training data used to develop the Al moderation system.
If the dataset includes mainly examples of harmful speech from one group,
the system will become more effective at detecting violations by that group
while overlooking similar behaviour from the other. This imbalance results
in biased moderation outcomes: one group faces more frequent content
removal, while the other is able to disseminate harmful speech with little
interference. Such disparities risk silencing or intimidating certain
communities, undermining the principle of equal access to freedom of
expression. At the same time, the perception that one group is unfairly
targeted while another is spared may erode trust in moderation systems and
weaken public commitment to platform rules and broader norms against
harmful speech®.

False positives, in their turn, which happen when legitimate content
is mistakenly flagged or removed, pose a more direct restriction on freedom
of expression. Automated deletion of legitimate speech prevents users from
communicating their ideas and simultaneously denies audiences access to
that information. This problem extends beyond explicit removal to more
subtle forms of suppression through content curation, with representatives
of minority groups and of discriminated or marginalised communities
having repeatedly claimed that the recommendation systems of most
platforms often tend to significantly diminish the visibility of the counter-
speech content they post, sometimes even resulting in forms of
“shadowbanning”®". The latter refers to the practice of limiting the broader
visibility of a user’s content without their knowledge, whilst still maintaining
the original publication on the poster’s profile page®. By amplifying certain
voices and downplaying others, Al-driven ranking systems shape the
visibility of content, indirectly moderating what users encounter. This has
profound implications for democratic discourse and information diversity®.

5 ¥. Dietrich, Al-Based removal of hate speech from digital social networks: chances ans risks
Jor freedom of expression, in Al and Ethics, vol. 5, 2025, p. 2943 ff.

60 Ibid., p. 2947.

01 G. Nicholas, Shedding Light on Shadowbanning, Center for Democracy and
Technology, April 2022, available at cdt.org; C. Are, The Shadowban Cycle: An Antoethnography
of Pole Dancing, Nudity and Censorship on Instagram, in Feminist Media Studies, vol. 22, 2022.

02 K. Gilbert, How Shadow Banning Can Silently Shift Opinion Online, in Yale Insights, 9
May 2024, available at insights.som.yale.edn.

63 L. Bojic, Al Alignment: Assessing the Global Inmpact of Recommender Systems, in Futures,
vol. 160, 2024, 103383.
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As highlighted in a recent study by Zaman and Chen, by selectively muting
and amplifying posts, online platforms can shift users’ positions or increase
overall polarisation, often in ways that appear neutral to an outside
observer®.

3.2.3  Proactive Moderation and Prior Restraint

The use of Al to proactively moderate content, by filtering or
screening all user-provided content at the moment of upload to determine
whether it contains illegal or harmful elements, can also result in prior
restraint or prior censorship on speech. Prior restraint occurs when a
speaker is required to seek approval from some empowered third party —
most typically a public official —, before being allowed to speak or to publish
her views. Under international human rights law, there is a strong
presumption against the validity of prior censorship, guided by the need to
ensure that all individuals, groups, ideas, and means of expression have the
opportunity to participate freely in public discourse, and only later face
subsequent punishment for any law or rule which may have been violated®.

According to Llansé, there are three characteristics of systems of
prior censorship that are replicated by proactive content moderation®. The
first relates to exposing more speech to evaluation and approval, in the
sense that «prior restraints subject a much greater breadth and variety of
content to government scrutiny and surveillance than a system of
subsequent prosecution and punishment»”. Whether imposed by
government mandate or corporate practice, filters inherently exert this kind
of expanded scrutiny, by treating every piece of uploaded content as a
potential rule violation.

The second characteristic is that of removing procedural hurdles to
censorship. These procedural safeguards create friction within systems for
determining the illegality of speech, ensuring that more than a simple
administrative action is required to suppress speech, and allowing people to
defend themselves before an independent adjudicator before the decision is

04Y. Chen and T. Zaman, Shaping Opinions in Social Networks with Shadow Banning, in
PLoS ONE, vol. 19, 2024, 1 ff.

% E. Llanso, No amount of “AI” in content moderation will solve filtering’s prior-restraint
problem, in Big Data & Society, vol. 7, 2020, p. 1 ff.

66 Ibid., p. 3.

67 . Balkin, Old-school/ new-school speech regulation, in Harvard Law Review, vol. 27, 2014,
p. 2296 ff.
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enforced. The deliberate introduction of friction stands in fundamental
tension with the drive toward upload filtering and other automated content
moderation tools aimed at blocking or removing speech more rapidly®.
Finally, systems of prior restraint function as «low-visibility systems
of control»”, in the sense that they can operate outside of public scrutiny,
going against the requirement that limitations to freedom of expression
must be clearly defined in advance so that people can regulate their conduct
accordingly. Regarding this characteristic, filtering can greatly hinder
people’s capacity to recognise, interpret, and evaluate the censorship
mechanisms shaping their online information environment. Content
moderation systems may implement upload filters opaquely, and the use of
machine-learning tools can further obstruct public scrutiny if they are not
designed to provide transparency or explainability. For instance, when a
machine-learning model creates a classifier to differentiate between
categories of speech (such as hate speech and non-hate speech), the features
it relies on may not correspond to concepts intelligible to humans™.
Proactive moderation also raises questions under the DSA’s liability
regime. Article 6 grants hosting providers a conditional exemption based on
their role as neutral intermediaries, yet systematic upload filtering blurs the
line between passive hosting and active control over user speech. Although
Article 7 confirms that voluntary own-initiative measures do not in
themselves remove the exemption, extensive ex ante filtering intensifies the
tension between neutrality and editorial intervention, reinforcing concerns
about platforms’ expanding gatekeeping power over online expression.

3.24  Opagque Decisions and Lack of Algorithmic Transparency

The lack of transparency regarding content moderation practices and
the opacity of Al systems involved aggravates the issues discussed thus far.
A first concern relates to the opacity of algorithmic decision-making. Many
Al-driven moderation systems operate as “black boxes,” offering little to
no insight into how they are coded, what data they are trained on, or how
they reach their conclusions. This opacity is often justified by platforms on
the grounds of protecting intellectual property or preventing manipulation

8 B. Llanso, No amount of “AI” in content moderation will solve filtering’s prior-restraint
problem, cit., p. 3.

69 J. Balkin, Old-school/ new-school speech regulation, cit., p. 2296.

0 E. Llanso, No amount of “AI” in content moderation will solve filtering’s prior-restraint
problem, cit., p. 3.
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of their systems, yet it ultimately shields moderation decisions from public
scrutiny and accountability”.

A second issue concerns the lack of notice provided to users when
automated tools are employed to make or influence moderation decisions.
Often, individuals whose content is removed, downranked, or otherwise
limited are not informed about whether Al was involved in that decision,
nor are they given sufficient information to challenge it effectively. Without
clear notice on when and how Al is being used in decisions pertaining to
content limits the ability for users to appeal the decision™.

Conceptual Map of Risks in AI-Driven Content Moderation
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"'S. Singh, Everything in Moderation: An analysis of how internet platforms are using artificial
intelligence to moderate user-generated content, Open Technology Institute, 22 July 2019, available
at newanerica.ory.

72S. Udupa et al., Artificial Intelligence, Exctreme Speech and the Challenges of Online Content
Moderation, Al4Dignity Project, 2021, available at disinfobservatory.org.; S. Udupa, A.
Maronikolakis, and A. Wisiorek A., Ethical scaling for content moderation: Extreme speech and the
(in)significance of artificial intelligence, in Big Data & Society, 10, 2023, p. 1 ff.
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Recognising the challenges previously discussed, the European Union
has introduced two major regulatory instruments that, while distinct in
scope and purpose, share an overarching commitment to safeguarding
fundamental rights in the digital environment: the DSA and the Al Act.
Each instrument targets a different stage of the content moderation
pipeline. The former focuses on the procedures and outcomes of
moderation and how platforms make, justify, and communicate moderation
decisions, while the latter regulates the design and deployment of the
underlying Al systems that perform those functions. Taken together, these
frameworks have the potential to form a comprehensive governance
architecture for protecting freedom of expression online. The following
section examines how the DSA and the AI Act interact, where their scopes
overlap or diverge, and discusses the possibility of categorising Al-based
content moderation systems as high-risk under the AI Act.
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4. From Algorithmic Harms to Regulatory Remedies

The challenges outlined above reveal deep structural vulnerabilities of
Al-driven content moderation systems. These tools, while indispensable for
managing the scale of online communication, produce systematic errors that
strike at the core of freedom of expression. They frequently misclassify
lawful speech, suppress marginalised voices, and erode the procedural and
substantive guarantees that underpin democratic discourse. The opacity and
inaccessibility of these systems — both at the technical and organizational
level — further exacerbate these harms, leaving users without meaningful
recourse or understanding of how automated moderation decisions are
made.

In effect, automated moderation systems have become powerful
arbiters of visibility and silence, shaping who can speak and who is heard.
As Dietrich argues, they now function as private infrastructures of speech
governance”, operating at the intersection of technological determinism
and corporate discretion. The outcome is a form of algorithmic governance
that often escapes public accountability, producing not only individual
injustices but also systemic distortions of the online information
environment. Galli similarly observe that platforms’ hybrid status — as both
market actors and quasi-regulators — has blurred the line between public and
private ordering of speech, creating new regulatory asymmetries and
normative ambiguities™.

Against this backdrop, a dual-layered governance approach is
required: one that constrains how moderation systems are designed and
deployed (a technical, ex ante dimension), and another that guarantees
procedural fairness and user rights when those systems are applied (an
organisational, ex post dimension). This is precisely the gap that the EU seeks
to close through the DSA and the Al Act. Together, these instruments
represent a concerted regulatory response to the algorithmic governance of
expression. The DSA focuses on the procedural side of content moderation
— ensuring transparency, contestability, and accountability in platform
decisions — while the Al Act targets the technical conditions under which
Al systems are built and placed on the market. The former is directed at
platform operators and aims to secure users’ procedural rights; the latter

73 F. Dietrich, AI-Based removal of hate speech from digital social networks, cit., p. 2944 ff.

" F. Galli, A. Loreggia and G. Sartor, The Regulation of Content Moderation in D.
Vicente, S. Casimiro and C. Chen (eds) The Legal Challenges of the Fourth Industrial Revolution:
The European Union’s Digital Strategy, Cham, 2023, p. 63 ff.
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addresses developers and deployers, setting out harmonised, risk-based
obligations to protect fundamental rights at the design stage.

4.1.  The Digital Services Act

The Digital Services Act represents the most significant overhaul of
the EU’s regulatory framework for online platforms since the adoption of
the e-Commerce Directive in 20007. It establishes horizontal obligations
for all intermediaries that provide services in the EU, with a particular focus
on ensuring that content moderation practices respect fundamental rights,
notably freedom of expression and information under Article 11 CFREU.
The DSA’s approach to freedom of expression is primarily procedural: it
does not dictate what content must or must not be removed but instead sets
out obligations to ensure that platforms act with transparency,
accountability, and fairness when moderating user-generated content,
whether through human or automated means.

At the core of the DSA’s content moderation regime are the
obligations imposed on “hosting services” and, more specifically, “online
platforms” as defined in Article 3. Article 14(1) requires platforms to
establish “clear and unambiguous” terms and conditions specifying any
restrictions they impose on the use of their services, including restrictions
based on the platform’s own policies or applicable law. Crucially, under
Article 14(4), such terms must be applied «in a diligent, objective, and
proportionate manner,» taking into account the fundamental rights of users
as enshrined in the CFREU™. This provision aims to embed respect for
freedom of expression directly into platforms’ governance structures,
ensuring that private rules governing speech do not arbitrarily restrict lawful
expression.

The DSA introduces a structured due process framework for content
moderation decisions. Under Article 16, online platforms must inform users
when they take restrictive measures against content or accounts such as
removal, suspension, or demotion and must indicate whether automated
tools were used in the decision. Article 17 further requires that platforms
provide users with a “statement of reasons,” specifying whether the
restriction was based on legal obligations or on the platform’s own terms

75 Directive 2000/31/EC, Directive on electronic commerce.
76 M. Senftleben, Human Riohts OQutsourcing and Reliance on User Activism in the DS A, in
Verfassungsblog, 21 February 2024, available at verfassungsblog. de.
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and conditions. The statement must include the legal or contractual basis
for the decision, the facts and circumstances relied upon, and, if applicable,
information on the use of automated means”’. These obligations represent
an unprecedented step toward transparency in content moderation,
reflecting the EU’s commitment to procedural fairness and to enabling
users to understand and contest decisions that affect their expressive rights.

To give these procedural safeguards practical effect, the DSA
mandates accessible redress mechanisms. Article 20 provides users with the
right to an internal complaint-handling system, allowing them to contest
moderation decisions within six months. Platforms must handle complaints
«in a timely, diligent, and objective manner» and must reinstate content
where the removal or restriction was unjustified. Beyond internal remedies,
Article 21 establishes the right to engage in out-of-court dispute settlement
through certified bodies, which must operate independently and free of
conflicts of interest”. These procedural rights collectively transform the
governance of online speech by providing users with avenues to challenge
opaque or arbitrary moderation decisions that would previously have gone
unreviewed.

For very large online platforms (VLOPs) and very large online search
engines (VLOSEs) — services with more than 45 million monthly active
users in the EU — the DSA imposes enhanced systemic obligations that link
content moderation to the protection of fundamental rights. Under Articles
34 to 37, VLOPs must identify, assess, and mitigate systemic risks arising
from the design, functioning, and use of their services, including risks to
freedom of expression and information. They must conduct annual risk
assessments, implement proportionate mitigation measures, and undergo
independent audits to evaluate their compliance”. These obligations
recognise that the impact of platforms on public discourse extends beyond
individual takedown decisions to the broader architecture of algorithmic
amplification, ranking, and recommendation. By requiring VLLOPs to assess
systemic risks, the DSA seeks to ensure that freedom of expression is

77 P. Leerssen, 1he DSA’s First Shadow Banning Case, in DS A Observatory, 6 August
2024, available at dsa-observatory.en.

8 T. Hughes, Practical Considerations for Qut-of-Court Dispute Settlement (ODS) under
Article 21 of the EU Digital Services Act (DS A), in DS A Observatory, 8 February 2024, available
at dsa-observatory.en.

7 B. Zeybek, The DS A and the Risk-Based Approach to Content Regulation: Are We Being
Pulled into More Adpanced Automation?, in DS A Observatory, 1 October 2021, available at dsa-
observatory.eu.
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protected not only at the level of individual user interactions but also at the
structural level of information flows within the digital public sphere.

Despite these advances, several limitations have been identified in the
DSA’s approach to content moderation. First, the statements of reasons
provided under Article 17 often risk being generic and formulaic, especially
when platforms operate at scale. Empirical studies of pre-DSA transparency
reports already showed that explanations for content removals are
frequently reduced to broad categories such as ‘“hate speech” or
“misinformation,” offering little insight into the specific rationale or the
standards applied®. While the DSA requires platforms to disclose whether
automated tools were used, it does not compel them to provide detailed
information about how such tools function, how they are trained, or the
error rates associated with their deployment. As a result, users are informed
of automation only in the abstract, without the technical transparency
necessary to evaluate or contest algorithmic decisions effectively.

Second, the DSA’s transparency obligations under Articles 15, 24, and
42, requiring platforms to publish periodic transparency reports on their
content moderation practices, suffer from a lack of harmonisation. The
regulation mandates the publication of data on content removals,
complaints, and automated tools, yet it leaves significant discretion to
platforms regarding the format and granularity of reporting®. This has led
to concerns that transparency reports will remain inconsistent and
incomparable across services, undermining the goal of creating a coherent
and accountable moderation ecosystem. Scholars and civil society groups
have warned that without standardised metrics or oversight the
transparency obligations may evolve into a “box-ticking exercise” that
offers little substantive accountability.

Third, the DSA does not prescribe substantive requirements for the
design or functioning of automated content moderation systems. While
Article 16 obliges platforms to disclose their use, and Article 35 encourages
VLOPs to mitigate systemic risks, there are no explicit obligations to
evaluate accuracy, bias, or proportionality in algorithmic moderation

80 R. Kaushal et al., Automated Transparency: A Legal and Empirical Analysis of the Digital
Services Act Transparency Database, in FAccT *24: Proceedings of the 2024 ACM Conference
on Fairness, Accountability, and Transparency, 2024, p. 1121 ff.

81 European Commission, Conmission Harmonises Transparency Reporting Rules under the
Digital Services Act, in Shaping Europe’s Digital Future, 4 November 2024, available at digital-
strategy.ec.europa.eu; J. Ohnesorge, Counting Without Accountability? An_analysis of the DSA’s
Transparency Reports, Humboldt Institute for Internet and Society, 25 September 2025,
available at higg.de.
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decisions®™. Consequently, even though the DSA seeks to safeguard users’
expressive rights procedurally, it leaves unaddressed the material question
of whether the systems performing moderation are capable of doing so
reliably and without discriminatory outcomes.

It could be argued that Articles 34 and 35 DSA are capable of
encompassing risks related to the accuracy, bias, or proportionality of
algorithmic moderation systems, given that content moderation processes
are explicitly identified as potential sources of systemic risks and that testing
and adaptation of algorithmic systems are listed as mitigation measures.
However, the systemic risk framework remains structurally limited in
several respects. First, it applies exclusively to VLOPs and VLOSEs, leaving
other deployers of Al-driven moderation systems outside its enhanced
governance regime. Second, Article 35 does not impose harmonised or
technically specified obligations regarding dataset quality, bias mitigation, or
accuracy thresholds, nor does it mandate lifecycle risk management
comparable to that required for high-risk Al systems under the AI Act.
Third, the concept of “systemic risk” remains open-textured and
operationalised with considerable discretion by platforms, resulting in
divergent methodological approaches. While Articles 34-35 may indirectly
incentivise improvements in algorithmic moderation, they do not guarantee
the structured ex ante safeguards that a high-risk classification under the Al
Act would entail. In this sense, the AI Act would not replace the DSA’s
systemic governance model but rather complement it by embedding
fundamental-rights protection at the design and development stage of Al
systems.

Finally, the DSA’s enforcement landscape remains uncertain.
National Digital Services Coordinators (DSCs) are responsible for
supervising intermediary services, but their capacities vary widely among
Member States®. The European Commission directly oversees VL.OPs, yet
the mechanisms for consistent enforcement, cross-border cooperation, and
independent scrutiny are still evolving. Without robust oversight, the
procedural guarantees of the DSA risk remaining aspirational rather than
transformative.

The DSA articulates a procedural vision of freedom of expression
that prioritises transparency, fairness, and accountability in content

82 European Data Protection Board, Guidelines 3/ 2025 on the interplay between the DS A
and the GDPR, 11 September 2025, p. 4, available at edpb.eurgpa.en.

83 Buropean Commission, Digital Services Coordinators, in Shaping Europe’s Digital
Future, 17 October 2025, available at djgital-strategy.ec.eurgpa.en; J. Jaursch, Overview: Digital
Services Coordinators in Europe, in Interface, 8 February 2024, available at inferface-en.org.
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moderation. It represents a major step toward subjecting platforms to rule-
of-law principles, ensuring that decisions affecting users’ speech are
reasoned, contestable, and open to scrutiny. Yet its effectiveness ultimately
depends on how these obligations are implemented in practice, particularly
with regard to automation, where procedural transparency has not yet
translated into substantive accountability. This underscores the need for
complementary legislation, such as the AI Act, to address the technical
design and risk profile of the automated systems that increasingly govern
online expression.

4.2. The Artificial Intelligence Act

While the DSA grants users necessary procedural safeguards in
relation to content moderation on online platforms, regardless of whether
an automated system is involved in the process, the Al Act specifically
targets Al systems and sets regulatory standards for their deployment in the
EU market*, seeking to ensure that they are safe and respect fundamental
rights. For the purposes of the regulation, an Al system is defined as «a
machine-based system that is designed to operate with varying levels of
autonomy and that may exhibit adaptiveness after deployment, and that, for
explicit or implicit objectives, infers, from the input it receives, how to
generate outputs such as predictions, content, recommendations, or
decisions that can influence physical or virtual environments» (Article 3(1)
ATIA). Most of the Al systems currently deployed for content moderation,
such as automated flagging tools, recommendation algorithms, comment-
ranking systems, and image- or text-recognition classifiers, fall under this
definition.

The AI Act adopts a risk-based framework, classifying Al systems
into four categories, namely, unacceptable risk, high-risk, limited risk, and
minimal risk, each with corresponding legal obligations. Al systems deemed
to pose unacceptable risks, such as those manipulating users, assigning
social scores, or performing remote biometric identification for law
enforcement, are strictly prohibited (Article 5 AIA). High-risk systems face
stringent regulatory requirements to ensure safety and protection of
fundamental rights. Systems in the limited-risk category, including chatbots,
emotion recognition tools, and deepfake generators, are subject primarily to
transparency obligations, requiring users to be informed of the AI’s

84 F. Galli, A. Loreggia and G. Sartor, The Regulation of Content Moderation, cit., p. 85.
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involvement (Article 50 AIA). All other Al applications are considered
minimal risk and are largely unregulated, though voluntary codes of conduct
may guide their development to align with high-risk standards (Article 95
AIA).

Article 6 AT Act sets out the methodology for classifying high-risk Al
systems. A system may qualify as high-risk either because it is a product or
safety component under the New Legislative Framework (such as
autonomous vehicles or surgical robots), or because it falls within the use
cases listed in Annex III. Under Article 6(2), Al systems covered by Annex
IIT are automatically deemed high-risk and must comply with the
requirements laid out in Chapter III. The list in Annex III contains 8 areas
where the use of Al systems is considered to present a high risk to the
health, safety or protection of fundamental rights of natural persons, as well
as specific use cases within each area®. The broad application ateas
encompass biometrics, critical infrastructure, education and vocational
training, employment, essential services, migration and administration of
justice and democratic processes. Notably absent from Annex III is the use
of Al systems for content moderation, despite a proposal by the EU
Parliament to include recommender systems used by social media platforms
in Annex III, which was not agreed with in the trilogue process®. Only Al
systems intended to be used for «influencing the outcome of an election or
referendum or the voting behaviour of natural persons» are considered to
be high-risk under point 8(b) of Annex III, therefore failing to encompass
other problematic uses of content moderation systems.

This has prompted calls to classify Al systems used for content
moderation as high-risk under the Al Act, via its inclusion in Annex III".
As discussed in Section 3, these systems carry significant risks for
fundamental rights, particularly freedom of expression. Due to technical
choices and limitations, Al moderation tools are prone to misclassification:
false positives result in the removal or downranking of lawful content,
effectively censoring users, while false negatives allow harmful or
discriminatory material to remain, creating toxic environments that silence
vulnerable groups. Beyond technical errors, these systems can also be
exploited for illicit or unethical purposes, such as suppressing political

85 Recital 52 Al Act.

86 Buropean Patliament, Proposal for a regulation of the Enropean Parliament and of the
Council laying down harmonized rules on artificial intelligence (Artificial Intelligence Act) and amending
certain Union legislative acts, 21 January 2024, available at artificialintelligenceact.en.

87 F. Galli, A. Loreggia, and G. Sartor, The Regulation of Content Moderation, cit., p. 85;
F. Dietrich, AI-Based removal of hate speech from digital social networks, cit., p. 2948-2949.
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debate or manipulating public opinion. Such outcomes directly affect the
right to freedom of expression, highlighting the potential for significant
adverse impacts on fundamental rights. As stated in Recital 48, the extent
of the adverse impact caused by the Al system on the fundamental rights
protected by the CFREU is of particular relevance when classifying an Al
system as high-risk, among which is the right to freedom of expression and
information.

Under Article 7(1) Al Act, the European Commission can adopt
delegated acts to amend the list of high-risk use cases in Annex III. This
provision aims to enable the AI Act to evolve over time, considering the
rapid pace of technological progress in this field and the possible unforeseen
developments in the use of Al systems®. The amendment via delegated acts
would require two cumulative conditions, namely: the relevant Al system
would have to fall within a high-risk area already listed in Annex III; and it
would need to present a potential risk to health, safety, or fundamental
rights equivalent to or exceeding those of existing high-risk systems (Article
7(1) AIA). Considering how the area of content moderation is not included
in Annex III, the intervention of the EU legislator would be required in
order to classify Al-based content moderation systems as high-risk under
the Al Act.

By including Al systems used for content moderation under the high-
risk classification, the AI Act could have added another layer of protection
additional to that of the DSA. Requirements applicable to high-risk systems
as regards risk management, the quality and relevance of data sets used,
technical documentation and record-keeping, transparency and the
provision of information to deployers, human oversight, and robustness,
accuracy and cybersecurity could help mitigate some of the risks previously
identified.

For instance, Article 9 Al Act contains an obligation directed at
providers to establish, implement, document and maintain a risk
management system for high-risk Al systems. This must be understood as
a continuous iterative process, planned and run throughout the entire
lifecycle of the Al system. The risk management system must encompass
the identification and analysis of the known and reasonably foreseeable risks
to health, safety or fundamental rights, both when the high-risk AI system
is used in accordance with its intended purpose and under conditions of
reasonably foreseeable misuse. It must also include the evaluation of other

8 G. Couneson, Article 7: Amendments to Annex 1II in C. Pehlivan, N. Forgé and P.
Valcke (eds) The EU Artificial Intelligence (Al) Act: A Commentary, Alphen aan den Rijn, 2024.
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risks possibly arising, based on the analysis of data gathered from the post-
market monitoring system. Following risk identification, suitable and
proportionate risk management measures shall be implemented to mitigate
risks to a level at which both the residual risks linked to individual hazards
and the overall residual risk of the high-risk Al system are deemed
acceptable.

The second part of the risk management system is the testing
procedure, which serves the purpose of identifying the most appropriate
and targeted risk management measures to ensure that high-risk Al systems
perform consistently for their intended purpose and in compliance with
other requirements laid out in the Al Act. Testing can help evaluate which
measure to reduce risk is appropriate, if the system is likely to perform
poorly in the environment it is intended for (perhaps due to a difference
between the training and the actual environment), and whether certain
obligations such as sufficient transparency (Article 13 AIA) or an
appropriate level of accuracy (Article 15 AIA) are fulfilled®.

While the obligation to implement risk management applies solely to
high-risk Al systems, some scholars advocate for its voluntary extension to
lower-risk systems. Schuett, for example, maintains that in a holistic risk
management approach, all risks should initially be considered, since Al
systems not classified as high-risk can still pose potential threats”. He
further notes that the costs associated with establishing a risk management
framework are predominantly fixed, and thus expanding its scope to include
additional systems would involve only marginal cost increases.

Both the AI Act and the DSA impose risk management obligations
on the entities they govern. Consequently, there is a potential for practical
overlap between the risk management obligations under the two
instruments. It is important to note, however, that under the Al Act, these
obligations apply exclusively to providers of Al systems. When VLOPs or
VLOSEs act solely as deployers (such as when they use an Al system
supplied by another entity), their obligations remain separate; while related
and potentially burdensome, they do not overlap from a regulatory
perspective. In contrast, when a VLOP or VLOSE also functions as a
provider of the Al system or model used on its platform or search engine
(e.g., by developing it, placing it on the market, or operating it under its own

8 D. Schneeberger, W. Hotzendorfer and C. Tschohl, Arzicle 9: Risk Management
System in C. Pehlivan, N. Forgé and P. Valcke (eds), The EU Artificial Intelligence (AI) Act: A
Commentary, Alphen aan den Rijn, 2024.

0 J. Schuett, Risk Management in the Artificial Intelligence Act, in Eurgpean Journal of Risk
Regulation, vol. 14, 2023, p. 367 ff.
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name), a factual overlap may occur, particularly if the system qualifies as
high-risk’'. While major platforms such as Meta and Google have developed
proprietary Al-driven systems for moderating content, a range of
companies also offer third-party digital content moderation solutions to
other clients. These include Amazon, Microsoft, Accenture, and Appen”™.

Should overlapping risk management obligations arise, the AI Act
explicitly accommodates this possibility. Article 9(10) permits the
combination of Al Act requirements with existing frameworks established
to meet DSA compliance. Moreover, Recital 118 offers interpretive
guidance by stating that, in such cases, the AI Act’s obligations should be
considered fulfilled through DSA-based risk management frameworks,
unless significant systemic risks not covered by the DSA emerge and are
identified in relevant AI models.

Beyond the establishment of a risk management system, other
requirements directed at high-risk Al systems could play a significant role
in addressing several of the shortcomings identified in Al-driven content
moderation systems, such as the data and data governance requirements set
out in Article 10. As discussed in Section 3, biased and unrepresentative
training datasets often lead to discriminatory over-removal of content and
under-detection of harmful material, particularly across different linguistic
and cultural contexts. By requiring that training, validation, and testing
datasets be relevant, representative, complete, and of high quality, Article
10 directly targets these issues. Its emphasis on robust data governance
practices — including continuous monitoring, bias detection, and mitigation
—would help ensure that moderation algorithms are trained on more diverse
and accurate data. In turn, this would promote fairer and more consistent
moderation outcomes.

The accuracy requirement set out in Article 15 AI Act could also help
address persistent issues in Al-driven content moderation, particularly false
positives and false negatives. Accuracy, as the name suggests, seeks to
obtain accurate predictions in machine learning models, and is measured by
how accurately the model predicts the value of test data sets. This testing
for accuracy in machine learning models may be conducted through
precision tests to assess the performance by measuring the accuracy or

N H. Graux et al., Interplay between the AL Act and the EU digital legislative framework,
Policy Department for Transformation, Innovation and Health Directorate-General for
Economy, Transformation and Industry, October 2025, available at exropari.europa.en.

92 F. Galli, A. Loreggia, and G. Sartot, The Regulation of Content Moderation, cit., p. 66-
67.

ISSN 2532-6619 -35- Special Issue VIII (2026)


https://www.europarl.europa.eu/RegData/etudes/ATAG/2025/778577/ECTI_ATA(2025)778577_EN.pdf

RIVISTA DI

DIRITTI COMPARATI

Giovana Peluso Lopes, Pratiksha Ashok
Freedom of Excpression and Al-Driven Content Moderation

precision of the Al model”. By mandating that Al systems perform as
accurately as possible and are empirically validated against test datasets,
Article 15 promotes the development of models with proportionate and
well-calibrated classification thresholds, which could reduce the occurrence
of misclassifications of content.

The human oversight obligations established under Article 14 Al Act,
in its turn, could help counter the opacity of automated moderation systems
by ensuring the possibility of meaningful human review, particularly in
“hard cases” that require contextual or cultural understanding. As Dietrich
observes™, ex post monitoring currently represents the only feasible form of
oversight for large-scale content moderation; however, this approach
remains insufficient without ex anfe design obligations. The Al Act’s
framework has the potential to institutionalise oversight mechanisms at the
system level, rather than limiting them to individual complaint handling.

Complementing this, the transparency obligations outlined in Article
13 further strengthen accountability. The AI Act underscores that
transparency involves designing and deploying Al systems in ways that
enable traceability and explainability, ensuring that humans are aware when
interacting with an Al system, and that deployers are informed about the
system’s capabilities, limitations, and appropriate use. Recital 27 confirms
transparency as a guiding principle applicable across all Al systems, while
Article 13 specifically tailors these requirements to high-risk systems,
ensuring that deployers can understand how the system functions, why it
produces specific outputs, and how to interpret them responsibly.

Whether integrated into a core service or employed for content
moderation, Al systems used by intermediary services are subject to
extensive transparency obligations. Under the Al Act, prospective providers
and deployers must, for instance, inform individuals when they are directly
interacting with an Al system. In turn, the DSA obliges intermediary
services to publish annual, publicly accessible reports outlining their content
moderation practices, including details on the use of automated tools — such
as Al systems applied for content filtering. While these transparency duties
arise from distinct legal frameworks and do not generally overlap, practical
intersections may occur when Al systems used for moderation are classified

93 J. Constantino, Article 15: Accuracy, Robustness and Cybersecurity in C. Pehlivan, N.
Forgé and P. Valcke (eds) The EU Artificial Intelligence (AI) Act: A Commentary, Alphen aan
den Rijn, 2024.

% F. Dietrich, AI-Based removal of hate speech from digital social networks, cit., p. 2949 ff.
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as high-risk under the AI Act or are based on general-purpose Al models
presenting systemic risks”.

Finally, it should also be acknowledged that certain LLLMs used in
content moderation may fall within the regime applicable to providers of
general-purpose Al models with systemic risk under the AI Act. Where an
LLM qualifies as a general-purpose Al model (GPAIM) with systemic risk,
its provider is subject to the systemic risk management obligations set out
in Article 55, including requirements to identify and mitigate systemic risks,
conduct model evaluations, and implement appropriate technical and
organisational safeguards. To the extent that content moderation tools rely
on such models, these obligations may contribute to addressing some of the
concerns discussed above, particularly those relating to bias, uneven
performance across languages, and model robustness. However, automated
moderation is still predominantly carried out through more specialised
machine-learning classifiers rather than frontier LL.Ms. Accordingly, while
the GPAIM systemic risk framework is relevant and may provide partial
safeguards where applicable, it does not exhaust the regulatory questions
raised by Al-driven content moderation systems that rely on other types of
Al architectures.

In conclusion, the AI Act has the potential to complement the DSA
by ensuring that the Al systems underpinning content moderation
processes are developed and deployed in ways that are safe, transparent, and
respectful of fundamental rights. Many of the obligations imposed on high-
risk Al systems — such as those relating to data quality, risk management,
human oversight, and transparency — could meaningfully mitigate the risks
to freedom of expression and other fundamental rights identified earlier.
However, this additional layer of protection is not yet available under the
current framework. Al systems used for content moderation are not
explicitly listed in Annex III of the AI Act (except where they are intended
to influence democratic processes), and their inclusion would require careful
and nuanced deliberation. Not all content moderation systems pose
comparable risks. There is a clear difference, for instance, between
algorithmic recommendation tools used for entertainment platforms such
as Netflix or Spotify and large-scale content filtering or recommender
systems deployed by VLOPs or VLOSEs that may shape political discourse
or amplify filter bubbles.

% H. Graux et al.,, Interplay between the Al Act and the EU digital lgislative framework,
cit., p. 48 ff.
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Because such systems are not included among the limited-risk use
cases either, they currently fall outside the scope of the Al Act’s binding
obligations, relying instead on voluntary adherence to codes of conduct
under Article 95. While this places them primarily within the realm of self-
regulation, providers could still adopt certain high-risk requirements
voluntarily to mitigate rights-based risks.

Importantly, the AI Act’s technical governance mechanisms and the
DSA’s procedural safeguards are not redundant but complementary. The
DSA  regulates how platforms exercise and communicate moderation
decisions, while the Al Act governs how the underlying Al systems are
designed, tested, and wvalidated. Together, they can establish a
comprehensive framework that secures both the technical integrity and the
procedural fairness of algorithmic content governance — addressing the
entire lifecycle of moderation, from system design to user redress, and
reinforcing accountability across both the technological and human
dimensions of content moderation.

5. Conclusion

The pervasive reliance on artificial intelligence in content moderation
reflects a structural necessity of the contemporary digital environment. Al
tools are now deployed not only for content moderation s#ricto sensu — the
identification, blocking, or removal of illegal or harmful material, but also
for content curation, shaping the visibility, ranking, and dissemination of
lawful speech within online platforms. Their use is driven by the sheer
volume and velocity of content uploaded every second, which far exceeds
the capacity of human moderators to review, assess, or contextualise.
Platforms are therefore compelled to automate significant parts of their
governance processes to meet legal obligations, manage operational
burdens, and maintain safe online environments. This necessity, however,
sits uneasily with the complex, contextual, and culturally embedded nature
of human communication that these systems must evaluate.

As this article has shown, the use of Al for content moderation
creates significant risks for fundamental rights, particularly the right to
freedom of expression. Through a systematic mapping of risks, it identified
how technical limitations, operational dynamics, and the broader
sociotechnical environment in which Al systems function can interfere with
both the active and the passive dimensions of freedom of expression. Errors
arising from biased, incomplete, or unrepresentative training data can lead
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to discriminatory outcomes, disproportionately silencing certain groups
while failing to protect others. False positives directly suppress lawful
speech, sometimes through opaque demotion or shadowbanning, depriving
speakers of their ability to communicate and audiences of their ability to
receive information. False negatives, in turn, allow harmful material to
persist online, producing chilling effects that deter vulnerable groups from
participating in public discourse. Proactive moderation can amount to a
form of prior restraint, subjecting all users’ contributions to pre-publication
tiltering without adequate procedural safeguards. Finally, the opacity of Al
systems, combined with the limited information provided to users about
automated decisions, undermines transparency, accountability, and the
ability to contest moderation measures. Together, these risks highlight the
structural ways in which Al-driven moderation can distort the online
information environment.

Considering these risks, this article analysed the existing EU
regulatory framework governing content moderation, showing how the
Digital Services Act and the Artificial Intelligence Act approach the
problem from different yet related angles. The DSA focuses on the
organisational and procedural aspects of content moderation, establishing
obligations concerning transparency, statements of reasons, user notice,
internal complaints procedures, and systemic risk assessment. These
mechanisms seek to ensure that moderation (whether carried out by human
reviewers or automated systems) is exercised in a diligent, proportionate,
and rights-respecting manner. At the same time, some shortcomings
remain: the explanation duties risk becoming generic and uninformative at
scale; transparency obligations remain insufficiently harmonised; and the
DSA does not impose substantive requirements on how automated
moderation tools are developed, trained, or evaluated. As a result, while the
DSA strengthens procedural guarantees, it does not directly address the
technical sources of risk inherent in Al-driven moderation.

Against this backdrop, the article argued that the AI Act’s
requirements for high-risk Al systems could provide an important
complementary layer of protection for freedom of expression if certain Al-
based content moderation systems were to be included within its scope.
Obligations relating to risk management, data quality and governance,
human oversight, transparency, and accuracy and robustness have the
potential to mitigate some of the harms identified here, particularly those
arising from technical and operational limitations of the AI systems
deployed. These requirements could help mitigate misclassification,
discriminatory outcomes, opacity, and lack of contextual understanding by
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embedding safeguards at the design and development stage. Although the
Al Act currently does not classify content moderation systems as high-risk,
and their inclusion would likely require legislative amendment, such a
classification would meaningfully contribute to addressing the structural
vulnerabilities of Al-driven moderation. Meanwhile, voluntary observance
of the relevant high-risk requirements remains possible under the current
framework.

The DSA and the Al Act should not be understood as overlapping
instruments, but rather as mutually reinforcing components of the EU’s
emerging governance architecture for online expression. The DSA regulates
how platforms moderate, focusing on procedural fairness, transparency,
and user rights. The AI Act regulates what they moderate with, targeting the
design, training, and deployment of the underlying systems. Far from
duplicating each other, the two instruments operate at different layers of the
content moderation pipeline. If applied in tandem, they could form a
coherent framework in which technical integrity and procedural safeguards
work together to protect freedom of expression in the digital sphere.
Although the AT Act’s protective potential is not yet fully realised in relation
to content moderation, its future alignment with the DSA could provide the
additional protective layer necessary to ensure that Al-driven governance of
speech remains compatible with the values of a democratic society.
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ABSTRACT: Artificial intelligence has become integral to the
governance of online speech, increasingly shaping how content is produced,
disseminated, and restricted across digital platforms. As the volume of user-
generated material continues to outpace the capacity of human reviewers,
Al systems now play a central role in both the detection of potentially
harmful or unlawful content and the curation of information flows through
algorithmic ranking and recommendation. While such systems are
indispensable for managing large-scale communication and maintaining safe
online environments, their deployment carries significant implications for
the fundamental right to freedom of expression. This article examines the
relationship between Al-driven content moderation and freedom of
expression, with the primary aim of identifying and mapping the risks that
automated moderation practices pose to both the active and passive
dimensions of this right. It also analyses the emerging European regulatory
framework applicable to Al-based content moderation. In particular, it
explores how the Digital Services Act governs the procedural and
organisational aspects of moderation, and how the Artificial Intelligence Act
regulates the design, development, and deployment of the underlying Al
systems. The article further assesses the interplay between the two
instruments, arguing that they approach the governance of online speech
from distinct yet complementary perspectives. Finally, it investigates how
certain provisions of the Al Act — especially those applicable to high-risk
Al systems — could help mitigate some of the harms identified, if Al-based
content moderation systems were to be brought within the scope of the
high-risk classification.

KEYWORDS: content moderation — freedom of expression — artificial
intelligence — AI Act — Digital Services Act.
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