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1. Introduction 

Zwischenraum is the term used by Warburg to describe the spatial-
temporal separation between individuals, images, and the environments 
they inhabit1. By distance, Warburg referred to the act of stepping back when 
observing a painting or sculpture in a museum: distance allows the object 
to be seen without immediately absorbing or overwhelming the viewer. It 
creates a margin in which perception is not yet action, and visibility is not 
yet use; in a nutshell, the historic formulation of the «right to be let alone»2. 

In contemporary environments increasingly mediated by digital 
infrastructures, this distance is progressively eroding. As this paper will 
argue, thus, the erosion of the intermediate space has a constitutional 
dimension3: in its true meaning, privacy cannot be reduced to a mere spatial 
opposition between what is public and what is private4. Even in public 
space, where visibility is inevitable, the law has long recognised a qualitative 
difference between being seen and being known5. The traditional sites of the 

                                   
* This article was subjected to double-blind peer review. 
1 C. D. Johnson, Warburg’s Zwischenraum: Between Hieroglyph and Diagram, in D. 

Freedberg and C. Wedepohl (eds.), Aby Warburg 150: Work, Legacy, Promise, Berlin, 2024, p. 
75 ff. 

2 S. D. Warren and L. Brandeis, The Right to Privacy, in Harvard Law Review, vol. 4-5, 
1890, p. 193 ff. 

3 M. Bassini, Il diritto costituzionale alla privacy nel prisma dell’evoluzione tecnologica, in Rivista 
di diritto costituzionale, vol. 1, 2023, p. 83 ff. 

4 On the evolution of the conceptualisation of privacy operated by the courts: O. 
Pollicino, Judicial Protection of Fundamental Rights on the Internet: A Road Towards Digital 
Constitutionalism?, London, 2021. 

5 B, van der Sloot, The right to be let alone by oneself: narrative and identity in a data-driven 
environment, in Law, Innovation and Technology, vol. 13, 1, 2021, p. 223 ff. 
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private sphere – as in home, correspondence, intimate communication, but 
also the ordinary anonymity of urban life – are protected not because 
hidden, but because they consist in «[the] zone of interaction between a 
person and others which, even in a public context, may fall within the scope 
of “private life”»6. Therefore, what is ultimately at stake is not a marginal 
interest in secrecy, but the preservation of a sphere in which individuals can 
appear, speak, and interact, as extending protection not only to when the 
individual is alone in his private home, but also to those social formations, 
to use the language of Article 2 of the Italian Constitution, within which 
each person’s life unfolds. The protection of privacy in these social 
formations is thus not ancillary to democratic life; it is the precondition for 
pluralism, dissent and personal development to disclose without being 
continuously filtered through classificatory and predictive operations. 

It is therefore from a constitutional vantage point, one attentive to 
the equilibrium of powers7, that this analysis proceeds. Nonetheless, a 
fundamental rights conception of privacy cannot be examined in isolation 
from the profound transformations introduced by recent technological 
innovation, all the more so in a landscape reshaped by the increasing 
reliance on artificial intelligence systems (hereafter, AI)8. In particular, in a 
context highly modified by the presence of technological tools, the 
relationship is no longer one-directional, since individuals may also 
unwittingly participate in their surveillance by providing data through daily 
interactions with AI, platforms, and technology in general, which then use 
that data to inform and influence future behaviours and patterns9. This 

                                   
6 ECtHR (IV Sec.), 11 April 2006, app. 56550/00, Mółka v Poland.  
7 «The end of law is not to abolish or restrain, but to preserve and enlarge freedom. 

For in all the states of created beings capable of laws, where there is no law, there is no 
freedom. For liberty is to be free from restraint and violence from others; which cannot be 
where there is no law: and is not, as we are told, a liberty for every man to do what he lists. 
But a liberty to dispose and order freely as he lists his person, actions, possessions, and his 
whole property within the allowance of those laws under which he is, and therein not to 
be subject to the arbitrary will of another, but freely follow his own», J. Locke, Due trattati 
sul governo e altri scritti politici, in the ed. by L. Pareyson, Turin, 1982 (aut. trasl.). 

8 In this sense, this paper relies on the definition of Artificial Intelligence systems 
as in Article 3(1), Regulation (EU) 2024/1689 of the European Parliament and of the 
Council of 13 June 2024 laying down harmonised rules on artificial intelligence and 
amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 
2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 
2016/797 and (EU) 2020/1828, hereafter AI Act. 

9 This evolution has been already analysed by Lyon with respect to the intersections 
between society and technology. Inter alia, D. Lyon, The Culture of Surveillance: Watching as a 
Way of Life, London, 2018; J. Locke, Due trattati sul governo e altri scritti politici, cit. 
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dynamic is particularly evident in the uses of technology that may be able to 
impact the ordinary public behaviour. For instance, the Venezuelan state-
sponsored application, under Maduro’s presidency, VenApp was an 
illustrative example: originally conceived as a utility-reporting tool, it now 
enables users to report “suspicious individuals” directly to authorities, 
effectively turning everyday visibility into a form of reciprocated 
monitoring10. This mutual entanglement of humans and technology 
complicates the traditional “watcher” and “watched” dynamic, making it 
less about observation alone and more about the co-creation of control and 
influence in the digital ecosystem11. 

Starting from these premises, the perspective adopted here seeks to 
investigate how the boundary between the public and the private is 
reconfigured when biometric identification technologies are deployed by 
law enforcement authorities. Such systems, like facial recognition 
technologies, «extend the ability of government authorities to monitor, 
identify, and track individuals in public areas, but their indiscriminate, 
biased, and opaque nature has the potential to deter protesters from 
exercising their right to assembly»12. The guiding concern of this inquiry is 
therefore how, within this evolving landscape, constitutional law can still 
secure a robust conception of privacy: not as a fragile residuum of secrecy, 
but as a structuring principle that limits the ways in which biometric 
technologies may reconfigure what it means to appear in public. This 
specific context raises a set of questions not only concerning the actual use 
of such tools, but also regarding the normative environment within which 

                                   
10 S. Pozzebon, Venezuela’s Maduro, fearing US attack, promotes app to report suspect 

behavior, in CNN, November 5, 2025, available at cnn.com. As documented by human-rights 
observers, such tools transform the simple act of appearing in public into material for 
interpretation and intervention by public power, eroding the intermediate space on which 
privacy and freedom of expression rely. 

11 This aspect has also been commented on as “an erosion of privacy”, or, in the 
words of the Korean philosopher B. Han, Psychopolitics: Neoliberalism and new technologies of 
power, Milan, 2017 «the neoliberal regime transforms subjects into projects. As projects, 
individuals constantly police, manage, and enhance themselves. They exploit themselves 
on behalf of the system». Specifically, Han highlights that the digital era introduces a new 
form of dominance, where control is exerted not through physical force but through data 
and information. For a critique and an analysis of the computer-human relationship 
respectively: F. Pasquale, Watching (and improving) the watchers, in The black box society. The secret 
algorithms that control money and information, New York, 2015, p. 140 ff.; B. Friedman et al., The 
Watcher and the Watched: Social Judgments About Privacy in a Public Place, in Human-Computer 
Interaction, vol. 21, 2, 2006, p. 235 ff. 

12 M. Warthon, Artificial Intelligence and Freedom of Assembly, in A. Quintavalla and J. 
Temperman (eds), Artificial Intelligence and Human Rights, Oxford, 2023. 

https://www.cnn.com/2025/11/05/americas/venezuela-maduro-app-spy-us-intl-latam
https://www.cnn.com/2025/11/05/americas/venezuela-maduro-app-spy-us-intl-latam
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they are authorised and operated. At this juncture, marked by the slow and 
at times uneven13 transition of the AI Act from legislative text to applied 
law, the aim of this contribution is not to assess the desirability of using 
these technologies14. Rather, it is to take stock of the composite regulatory 
framework and to observe how delicate this moment is, insofar as it requires 
Member States to articulate their national legal architectures in ways that 
remain faithful to the constitutional commitments and, generally, to the rule 
of law15. In this context, the question should not only focus on how personal 
data are processed once collected, but also whether the legal order still 
preserves any meaningful space in which individuals may appear without 
being immediately translated into identifiable data suitable for action by 
public or private power.  

The normative starting point of this research is that such a 
transformation cannot be assessed solely in terms of formal compliance. As 
several authors have reminded us by looking back to the twentieth century, 
grave injustices have often been committed through the law rather than in its 
absence, under frameworks that respected the rule of law in a narrow, 
procedural sense while departing from any substantive idea of justice16. This 
paper adopts that cautionary perspective to interrogate the EU regulatory 
model on AI, and its national adaptations, as possible sites where formally 
correct procedures may coexist with structural erosion of fundamental 
rights. 

Against this background, the analysis proceeds in two steps. First, it 
treats the erosion of the intermediate space as a diagnostic lens, showing 
how biometric identification systems reconfigure the conditions of privacy 
as a constitutional guarantee. Second, it examines a set of concrete legal 
challenges – from the design of the lex specialis on facial recognition to the 
choice of authorising authorities and the role of fundamental rights bodies 
– to explore whether, and how, EU and national law can function as 

                                   
13 At the time in which this paper is written, the European Commission is evaluating 

a belated entry into application of part of the AI Act, especially of high risk obligations, as 
in Proposal for a Regulation of the European Parliament and of the Council amending 
Regulations (EU) 2024/1689 and (EU) 2018/1139 as regards the simplification of the 
implementation of harmonised rules on artificial intelligence (Digital Omnibus on AI) 
{SWD(2025) 836 final}, 19.11.2025. 

14 It is recalled the scholarship, as in N. Menéndez González and G. Mobilio (eds), 
Next Democratic Frontiers for Facial Recognition Technology (FRT): The Legal, Ethical and Democratic 
Implications of FRT, Cham, 2025. 

15 Ex multis, ECtHR (GC), 25 June 1997, app. 20605/92, Halford v United Kingdom. 
16 M. Cartabia and N. Lupo, The Constitutional Court, in The Constitution of Italy, 

London, 2022. 



 
 

Federica Paolucci 
The New Face of Privacy:  

AI, Power, and the Disappearing Private Sphere 
 

ISSN 2532-6619    - 75 -   Special Issue VIII (2026) 

methods of constitutional resistance to the forces of simplification and 
trivialisation that seems to be pervading the regulation and integration of 
AI systems in the humans’ experience. Throughout this analysis, privacy will 
therefore be treated as a litmus test: a standard against which to measure 
whether legal frameworks surrounding biometric identification merely 
accommodate technological expansion, or whether they actively reconstruct 
the conditions under which a private life, in the sense given by Article 7 of 
the Charter of Fundamental Rights of the European Union (CFREU)17 and 
Article 8 of the European Convention of Human Rights (ECHR)18, remains 
possible. 

 
 
2. A Starting Point: The Face of Privacy as Pictured by the Glukhin Case on 

the Use of Biometric Identification Systems  

Any analysis of biometric identification technologies must begin from 
a renewed understanding of what is meant by “privacy”. Traditionally, this 
right has been treated and narrated as a “negative freedom”, hence «the right 
[of] the people to be secure in their persons, houses, papers, and effects, 
against unreasonable searches and seizures»19. Almost the same wording is 
indeed used in the Universal Declaration of Human Rights, adopted by the 
United Nations General Assembly on December 10, 1948, which states in 
its Article 12 that «none shall be subjected to arbitrary interference with his 
privacy, family, home or correspondence, nor to attacks upon his honour 
and reputation. Everyone has the right to the protection of the law against 
such interference or attacks». Therefore, aside from the identification of 
privacy as a negative freedom, it is possible to recall also a “positive stance”, 
as the right of the individuals, stated in the second part of Article 12, to be 
protected by the law in the exercise and enjoyment of such rights. In other 
words, if, on the one hand, the law protects, individuals should have the 
right to claim and exercise such protection.  

Furthermore, privacy is not a monolith. As also underscored by the 
scholarship, it is indeed a complex activity to define “privacy” since it is 
almost viewed as a particular kind of harm20. However, the concept 

                                   
17 Charter of Fundamental Rights of the European Union OJ C 364/1 2000. 
18 Convention for the Protection of Human Rights and Fundamental Freedoms 

(European Convention on Human Rights, as amended) (ECHR). 
19 Fourth Amendment (Amendment IV) to the United States Constitution.  
20 D. Solove, A Taxonomy of Privacy, in University of Pennsylvania Law Review, vol. 154, 

3, 2006, p. 477. 
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becomes intelligible only when one shifts from abstraction to the concrete 
activities that place it at risk and recognises the broad range of situations in 
which privacy might be triggered. What matters, essentially, is not only the 
use of data, even though the supremacy of the application of Article 8 
CFREU in technology related problems prevails in the reasoning of the 
courts, but the conditions under which intrusions occur: e.g., the 
institutional architecture that enables them, the technological environment 
that amplifies them, and the legal safeguards, or their absence, that 
determine whether they remain within constitutional bounds. 

Seen from this perspective, privacy emerges not simply as a defensive 
shield but as a relational, operational right, one that requires an ongoing 
assessment of how practices, technologies, and regulatory frameworks 
interact. A constitutional approach to privacy thus demands a specific, 
contextualised inquiry: not merely whether data are processed lawfully, but 
whether the surrounding legal system ensures that any interference is 
authorised, proportionate, reviewable, and embedded within a structure that 
enables individuals to react to abuses before and after they materialise. This 
is precisely where the positive dimension of privacy becomes indispensable.  

In this sense, even though the negative conception of privacy seems 
to prevail, both Article 7 CFREU and Article 8 ECHR21 have been 
interpreted by their respective courts as encompassing both negative and 
positive obligations22. They certainly protect individuals against arbitrary 
intrusions, the classical negative obligation, but they also impose positive 
duties on legislatures and administrative systems. This positive dimension, 
visible in judgments such as Digital Rights Ireland, Schrems, and La Quadrature 
du Net23, imposes on public authorities a duty to ensure that actions of 
“surveillance” are governed by precise rules, subject to independent 
oversight, and embedded within a broader system that guarantees 
transparency, intelligibility, and access to remedies. 

                                   
21 G. Martinico, Art. 7. Rispetto della vita privata e della vita familiare, in R. Mastroianni, 

O. Pollicino et al. (eds.), in Carta dei Diritti Fondamentali dell’Unione Europea, Milan, 2017. 
22 B. van der Sloot, Privacy as Human Flourishing: Could a Shift towards Virtue Ethics 

Strengthen Privacy Protection in the Age of Big Data, in Journal of Intellectual Property, Information 
Technology and Electronic Commerce Law, vol. 5, 3, 2014, p. 230 ff.; B. van der Sloot and E. 
Kosta, Big Brother Watch and Others v UK: Lessons from the Latest Strasbourg Ruling on Bulk 
Surveillance, in European Data Protection Law Review (EDPL), 2019, p. 252 ff. 

23 CJEU (GC), 8 April 2014, Joined C-293/12 and C-594/12, Digital Rights Ireland 
and Seitlinger and Others; CJEU (GC), 6 October 2015, C-362/14, Maximillian Schrems v Data 
Protection Commissioner; CJEU (GC), 6 October 2020, Joined C-511/18, C-512/18, and C-
520/18, La Quadrature du Net and Others v Premier ministre and Others.  
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More clear in this sense is actually the approach under Article 8 
ECHR and the interpretation of the court, which is explained in the 
following, looking at the judgment that the European Court of Human 
Rights (ECtHR) delivered in the Application n. 11519/20. In this case, the 
Court relies on a concept of privacy that is substantiated not only in the 
claim “to be let alone”, but as a demand that the legal order itself erect the 
procedural and institutional architecture necessary to make such a claim 
meaningful, reading together the values of Article 8 with that of Article 6, 
ECHR. Privacy, thus, under this light, becomes a right that lives, or fails, 
within the conditions under which the practices and the activities that 
restrict its application are recognised, addressed, analysed, and, if there are 
the conditions, authorised. 

In this context, Glukhin v Russia24 is not just the first case decided by 
an international court25, namely the ECtHR, about the use of biometric 
identification systems, but especially it is a case about the use of face 
recognition technology (hereafter, also FRT)26 by law enforcement that 
analysed the compatibility of such systems with the human rights enshrined 
in the ECHR27.  

Precisely, at the moment of the contested facts, the applicant, Nikolay 
Sergeyevich Glukhin, was standing silently in a crowded Moscow metro, 
holding a banner advocating for human rights. Without their knowledge, 
surveillance cameras capture their image, which is then circulated in 

                                   
24 ECtHR (III Sec.), 4 July 2023, app. 11519/20, Glukhin v Russia. 
25 As a matter of fact, previous cases regarded the use of wiretapping systems or the 

use of biometric data by the police, as in the famous S. and Marper v UK, id. Indeed, in 
another case, the ECtHR, 3 June 2020, app. 45245/15, Gaughran v The United Kingdom, § 37, 
the Court found that the UK’s police ability to upload the facial images of the claimant 
“from forces” local custody IT systems onto the Police National Database (PND) from 
which they could be enrolled in «the facial recognition gallery making them searchable using 
facial recognition software» constituted a violation of Art. 8 ECHR. Nonetheless, such a 
use of the data is not at all a face recognition per se, as it is in the case at hand. See also for 
this distinction F. Palmiotto and N. Menéndez González, Facial recognition technology, 
democracy and human rights, in Computer Law & Security Review, vol. 50, 2023. 

26 Facial recognition falls under the umbrella of biometric identification systems: Z. 
Tan and G. Guo, Face Recognition Research and Development, in S. Z. Li, A. K. Jain and J. Deng 
(eds), Handbook of Face Recognition, Cheltenham, 2024; I. Badri and M. Sayyouri, Face 
Recognition: A Mini-Review, in S. Motahhir and B. Bossoufi (eds), Digital Technologies and 
Applications, Cheltenham, 2023. These systems include fingerprint, voice recognition, 
emotion recognition, and they share a common feature: they rely on unique physiological 
or behavioural characteristics to identify individuals. However, their applications and risks 
vary significantly.  

27 See § 59 of the Glukhin v Russia’s judgment on the admissibility. 
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Telegram groups. Facial recognition technology silently scanned their face 
and matched it against a government database. Days later, this data was 
weaponised by authorities to locate and arrest the individual, accusing them 
of violating public assembly laws. In the ruling, it emerged28 that the practice 
used by the police in the metro against the applicant was a violation of 
Articles 10 (freedom of expression) and 8 (right to respect for private life) 
of the ECHR;29 however, the implications of this case and the practice 
hereby condemned can extend far beyond these specific rights, 
undermining a broader spectrum of human rights30, and contemporary 
understanding of the right to privacy. For this reason, this section analyses 
this right as triggered by the judgment under scrutiny, with the purpose of 
unfolding the purpose of the right as well as the legitimacy of the 
interferences with it. Specifically, Mr. Glukhin’s story represents just an 
example of a paramount assault on the right to protest, the right to freedom 
of assembly and broader principles of democratic participation. Moreover, 
highlights what profound dangers might be posed by a critical intersection 
of crucial elements: where the power is more inclined in the suppression of 

                                   
28 § 88: «The Court observes that the applicant was prosecuted for a minor offence 

consisting of holding a solo demonstration without prior notification – an offence 
classified as administrative rather than criminal under the domestic law. He was never 
accused of committing any reprehensible acts during his demonstration, such as the 
obstruction of traffic, damage to property or acts of violence. It was never claimed that his 
actions presented any danger to public order or transport safety. The Court has already 
found that the administrative-offence proceedings against the applicant breached his right 
to freedom of expression. It considers that the use of highly intrusive facial recognition 
technology to identify and arrest participants in peaceful protest actions could have a 
chilling effect in relation to the rights to freedom of expression and assembly». 

29 § 82: «the Court considers that it is essential in the context of implementing facial 
recognition technology to have detailed rules governing the scope and application of 
measures, as well as strong safeguards against the risk of abuse and arbitrariness. The need 
for safeguards will be all the greater where the use of live facial recognition technology is 
concerned».  

30 The case, being the first one at the international level on FRT, was commented 
by many scholars. This research especially relied on the analysis of G. Mobilio, La Corte 
EDU condanna il ricorso alle tecnologie di riconoscimento facciale per reprimere il dissenso politico: 
Osservazioni a partire dal caso Glukhin c. Russia, in DPCE Online, 2024, p. 695; F. Palmiotto 
and N. Menéndez González, Facial Recognition Technology, Democracy and Human Rights, cit.; 
M. Zalnieriute, Glukhin v. Russia. App. No. 11519/20. Judgment, in American Journal of 
International Law, vol. 117, 2023, p. 695; C. Nardocci, Il riconoscimento facciale sul “banco” degli 
imputati. Riflessioni a partire, e oltre, Corte EDU Glukhin c. Russia, in BioLaw Journal - Rivista di 
BioDiritto, 2024, p. 279. 
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civil liberties, advanced surveillance technologies and the curtailment of 
democratic rights31.  

Coming to the merits of the case, first of all, the Court identified two 
distinct uses of FRT in this case. The authorities used images shared on 
Telegram and matched them with CCTV footage to retrospectively identify 
Glukhin as a “protest”32 participant33. Secondly, after the police identified 
Mr. Glukhin, they searched him through the use of “real-time” biometric 
systems to identify the location of the applicant in Moscow. The applicant 
was arrested on the same day at an underground station. Even though the 
Russian Government never explicitly admitted its use of FRT in real-time34, 
the Court accepted, in light of the particular circumstances of the case, that 
FRT was used as claimed by the applicant35.  

The first aspect that should be underlined is how tenuous the 
boundaries are between different forms of facial recognition and how, in 
practice, these modalities are often combined rather than deployed as 
mutually exclusive alternatives36. As a consequence, the action sequence 
reconstructed by the Court – i.e., remote identification followed by an 
immediate search across a real-time use – demonstrates that the distinction 
between ex post and live uses rests on a continuum of latency rather than on 
neatly separable categories37. What appears as a technical difference in 
timing may, in reality, involve only a minimal temporal gap, one that 
becomes functionally irrelevant once the technology enables near-

                                   
31 By mean of example, it can be recalled the use of biometric systems in Latin 

America against protesters, Al Sur, Facial Recognition in Latin America: Trends in the 
Implementation of a Perverse Technology, 2021, p. 7; Derechos Digitales, Gender Impacts and other 
Inequalities. Identity systems and social protection in Venezuela and Bolivia, 2024, p. 1 ff. 

32 The use of the commas is intended to underline the arbitrariness of the decision 
given that the protest was both silent and just composed by Mr. Glukhin. It was not a huge 
assembly: this data is crucial in order to understand the framework for the proportionality 
analysis conducted by the ECtHR, as this paper will further developed infra. 

33 §§ 71-73. However, as Mobilio has well noted, the Court remains on the surface 
of the distinction between “a posteriori” and “real-time” FRTs, without grasping the 
different legal implications arising therefrom, and, «nevertheless, the too general nature of 
these passages exposes the Court to a risk of abstractness and equivocality», G. Mobilio, 
La Corte EDU condanna il ricorso alle tecnologie di riconoscimento facciale, cit.  

34 §§ 60-63 of the judgment. 
35 §§ 37, 69, 76, 87 of the judgment.  
36 EDPB-EDPS, Joint Opinion 5/2021 on the proposal for a Regulation of the European 

Parliament and of the Council laying down harmonised rules on artificial intelligence, 2021. 
37 See F. Paolucci, Enhancing Oversight and Addressing Gaps: Assessing the Impact of the 

AI Act on Biometric Identification Systems, in N. Menéndez González and G. Mobilio (eds.), 
Next Democratic Frontiers for Facial Recognition Technology (FRT), cit., p. 71 ff. 
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instantaneous matching across vast datasets38. As the analysis will show, this 
apparent subtlety carries significant legal consequences.  

However, the court in delimiting its thema decidendum does not go so 
far as to consider more broadly the risks associated with this technology in 
the broader framework of the fight against crime, but merely «whether the 
processing of the applicant’s personal data was justified under Article 8 § 2 
of the Convention in the present case»39. In this sense, the ECtHR expands 
the scope of the right to private life, clarifying its contours when linked to 
the use of artificial intelligence technologies, such as biometric identification 
systems40. Drawing on its established jurisprudence regarding the collection 
and retention of individual data and images41, the Strasbourg Court 
seamlessly applies these principles to the case at hand, ultimately finding the 
interference suffered by the applicant to be unlawful. Both the “versions” 
of biometric identification systems were evidently used both to identify the 
applicant during the protest and subsequently to locate him for the purpose 
of his arrest.  

However, as required by Article 8 ECHR, determining whether the 
interference violates the Convention necessitates an assessment of whether 
it meets the criteria outlined in the second paragraph of the provision:42 
«there shall be no interference by a public authority with the exercise of this 
right except such as is in accordance with the law and is necessary in a 
democratic society in the interests of national security, public safety or the 
economic well-being of the country, for the prevention of disorder or crime, 
for the protection of health or morals, or for the protection of the rights 
and freedoms of others». 

Hence, although it may appear almost self-evident to recall that the 
conditions under which interferences with the right to privacy are 
permissible must be determined by law, this reminder is far from 

                                   
38 It is recalled the definition of post remote biometric identification systems as in 

Art. 3(43) AI Act, «a remote biometric identification system other than a real-time remote 
biometric identification system». 

39 § 85. For a critique of this choice, see M. Zalnieriute, Glukhin v. Russia. App. No. 
11519/20, cit. 

40 C. Nardocci, Il riconoscimento facciale sul “banco” degli imputati, cit. 
41 Ex multis, ECtHR (GC), 4 December 2008, apps. 30562/04 and 30566/04, S. and 

Marper v the United Kingdom; ECtHR (GC), 4 May 2000, app. 28341/95, Rotaru v Romania. 
42 W.A. Schabas, Right to respect for private and family life/Droit au respect de la vie privée et 

familiale, in Id. (ed), The European Convention on Human Rights: A Commentary, Oxford, 2015; 
M. Susi, European Convention on Human Rights - freedom of expression - right to privacy - responsibility 
of Internet news portal for defamatory comments posted by readers, in The American journal of 
international law, vol. 108, no. 2, 2014, p. 295 ff. 
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redundant43. It is precisely the law that must perform the delicate function 
of mediating between technological capability and constitutional restraint, 
and the purpose of this inquiry is to ascertain whether the legal framework 
itself is capable of maintaining that balance. As Bassini has observed, 
technological evolution has produced a genuine «transfiguration of the right 
to privacy»44, altering its modes of protection without severing it from its 
historical core. The foundational idea of “the right to be let alone” has not 
disappeared; rather, it is increasingly placed under strain by forms of 
automation that simplify certain functions while simultaneously expanding 
the State’s capacity to compress individual freedom and thereby generating 
new demands for protection. 

It is in this context that the Court places particular emphasis on the 
necessity of adequate regulatory frameworks governing the use of facial 
recognition and related artificial intelligence technologies45. The insistence 
on a clear and foreseeable legal basis: a «minimum standard of guarantees 
essential for the protection of fundamental rights», which the Court deems 
indispensable46. It is not a formalistic exercise, but a recognition that 
constitutional rights cannot survive in environments where surveillance 
capabilities evolve faster than the norms meant to regulate them. In a 
nutshell, the key element, for the purpose of this paper, of the judgments is 
the underlying obligation of legal systems to keep pace with technological 
developments so that the guarantees offered by Article 8 ECHR, and, by 
extension and for its context, of Article 7 CFREU retain practical 
effectiveness. 

                                   
43 As such, it is a prerequisite of the “rule of law”, as depicted by W. Schroeder, The 

Rule of Law As a Value in the Sense of Article 2 TEU: What Does It Mean and Imply?, in A. von 
Bogdandy, P. Bogdanowicz, I. Canor, C. Grabenwarter, M. Taborowski and M. Schmidt 
(eds), Defending Checks and Balances in EU Member States: Taking Stock of Europe’s Actions, 
Springer, Berlin-Heidelberg, 2021, p. 105 ff.  

44 M. Bassini, Il diritto costituzionale alla privacy nel prisma dell’evoluzione tecnologica, in 
Rivista di diritto costituzionale, cit. 

45 § 83: «the Government did not refer to any procedural safeguards accompanying 
the use of facial recognition technology in Russia, such as the authorisation procedures, 
the procedures to be followed for examining, using and storing the data obtained, 
supervisory control mechanisms and available remedies!. 

46 § 77: «in the context of the collection and processing of personal data, it is 
therefore essential to have clear, detailed rules governing the scope and application of 
measures, as well as minimum safeguards concerning, inter alia, duration, storage, usage, 
access of third parties, procedures for preserving the integrity and confidentiality of data, 
and procedures for their destruction, thus providing sufficient guarantees against the risk 
of abuse and arbitrariness». 
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Henceforth, closer engagement with this part of the judgment reveals 
that the Court’s reasoning does far more than identify an unlawful 
interference: it offers a conceptual framework for understanding the 
constitutional limits within which biometric surveillance must operate.  

Central to this framework is the requirement that any interference 
comply with the quality of law47, be grounded in a legitimate aim, and satisfy 
the tests of necessity and proportionality in a democratic society, as in the 
adequacy and effectiveness of guarantees against arbitrariness and the risk 
of abuse48. A law of “quality”, hence, is respectful of the rule of law49. 

Following, the Court’s critique of the legislation underscores a 
broader point: 50 where the law is vague or indeterminate, privacy cannot 
function as a right. Thus, privacy presupposes the existence of legal rules 
capable of structuring state power, delimiting its intrusiveness, and 
rendering surveillance practices foreseeable and contestable51. In 
technologically “dense” environments, where the transformation of 
appearance into actionable data may occur instantaneously, the clarity and 
precision of the law become conditions of the right itself. Indeterminacy is 
not simply a legislative defect; it is a mode of constitutional erosion. 

This is equally evident in the Court’s analysis of necessity and 
proportionality. Facial recognition, particularly in its real-time 
configuration, is described as especially intrusive, and for this reason, its use 

                                   
47 The doctrine of “quality of law,” as developed by the ECtHR under Art. 8 ECHR, 

underscores that any interference with the right to privacy must be not only lawful but also 
meet specific qualitative standards of accessibility, foreseeability, and necessity in a 
democratic society. Accessibility requires that the law be publicly available and 
understandable, while foreseeability mandates that individuals can predict the implications 
of the law and adjust their behaviour accordingly. Necessity demands proportionality, 
ensuring that any interference aligns with legitimate aims and is justified within a 
democratic framework. This analysis is particularly relevant in the context of emerging 
technologies like FRT, where the potential for misuse and overreach underscores the need 
for robust legal and procedural protections. For further details, see ECtHR, 25 May 2001, 
app. 35252/08, Centrum för Rättvisa v Sweden. 

48 ECtHR (GC), 25 May 2021, Big Brother Watch v U.K., apps. 58170/13, 62322/14, 
24960/15. 

49 ECtHR (III Sec.), 21 June 2021, app. 33696/19, Podchasov v Russia. 
50 Especially, the judgment underpinned the lack of indistinct scope, the absence of 

precise conditions for deploying facial recognition, the lack of procedural safeguards, and 
the almost unlimited discretion conferred on law-enforcement authorities. 

51 This interpretation is substantiated in the sense of Art. 8(2) ECHR, as also 
analysed in the recalled jurisprudence, supra.  
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demands the most stringent justification of a “pressing social need”52. 
Necessity cannot be satisfied by reference to a general investigative interest; 
nor can proportionality be established by the mere existence of statutory 
authorisation. In contrast, necessity, and, moreover, in this context, 
operates as a substantive restraint on the ability of the State to collapse the 
distance between visibility and identification in ordinary public space. It 
functions as a safeguard of democratic life, ensuring that protest and 
political expression do not become arenas of automated exposure. 

Seen through these combined lenses, the Glukhin case articulates a set 
of constitutional benchmarks that any contemporary regulation of 
biometric surveillance must confront. Its significance lies not merely in 
identifying an unlawful interference, but in revealing the structural 
conditions under which privacy can still be meaningfully exercised. The 
judgment makes clear that the legitimacy of intrusive technologies cannot 
rest on formal authorisations alone. Therefore, the indication from the 
ECtHR is that of grounding the use of such technologies in a law that 
defines with “density”53, precision, and respect for the rule of law the 
conditions that enable their deployment. More fundamentally, it shows that, 
in environments where the boundary between offline reality and digital 
infrastructures has become porous, privacy survives only if supported by a 
network of normative and institutional safeguards capable of reconstructing 
the distance between the individual and the technological gaze: a distance 
that once emerged naturally but now requires deliberate legal construction. 

Hence, the purpose of the preceding discussion is precisely to 
establish the normative vocabulary through which the AI Act must be 
assessed: whether its risk architecture, its authorisation mechanisms, and its 
reliance on national discretion internalise the guarantees demanded by 
Articles 7 – and 8 CFREU, even though not particularly addressed by this 
paper – and Article 8 ECHR, or whether gaps, ambiguities, and institutional 

                                   
52 § 89: «the use of facial recognition technology to identify the applicant from the 

photographs and the video published on Telegram – and a fortiori the use of live facial 
recognition technology to locate and arrest him while he was travelling on the Moscow 
underground – did not correspond to a “pressing social need”». 

53 The concept of “density”, even though not specifically mentioned by the ECtHR 
is used in this paper by referring to the German concept of Rechtsdogmatik, hence the degree 
of precision, comprehensiveness, and specificity with which legal norms are structured, 
ordered, and interpreted. Inter alia, M. Beham, German ‘Dogmatik’, An Untranslatable Concept 
if Ever There Was One?, in I. Aral and J. d’Aspremont (eds), International Law and Universality, 
Oxford, 2024, p. 279 ff. 
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omissions risk reproducing the very deficiencies that already emerged in the 
judgment hereby analysed. 

 
 
3. The Stress Test: The AI Act Regulation of Biometric Identification Systems 

Before going to the core of the analysis, it is indeed necessary to frame 
the legal framework from which this analysis departs. As anticipated, the AI 
Act introduces, among other things, rules for the use of real-time remote 
biometric identification systems in publicly accessible spaces for law 
enforcement purposes, recognising the intrusive nature of such 
technologies and their potential to impact fundamental rights. 

Real-time biometric identification systems (also, RBI) are regulated 
through a logic of presumptive prohibition. Under Article 5(1)(h) AI Act, 
the use of real-time RBI systems is generally prohibited54, with exceptions 
only in narrowly defined circumstances55. These include the targeted search 
for victims of abduction, trafficking, or sexual exploitation, as well as the 
search for missing persons. Additionally, the use of such systems may be 
permitted to prevent specific, substantial, and imminent threats to life or 
physical safety, such as terrorist attacks, or to locate or identify individuals 
suspected of committing serious criminal offenses, provided these crimes 
fall under Annex II of the AI Act and carry a custodial sentence or detention 

                                   
54 Such systems may only be deployed to confirm the identity of specific individuals 

for law enforcement purposes and must adhere to strict criteria. These include 
considerations related to the nature of the situation, such as the severity, likelihood, and 
scope of harm that would arise if the system were not used, and the consequences for rights 
and freedoms, particularly evaluating the seriousness, likelihood, and extent of the impact 
on the rights and freedoms of all individuals affected.  

55 Art. 5(1)(h) AI Act: «the use of ‘real-time’ remote biometric identification systems 
in publicly accessible spaces for the purposes of law enforcement, unless and in so far as 
such use is strictly necessary for one of the following objectives: 

(i) the targeted search for specific victims of abduction, trafficking in human beings 
or sexual exploitation of human beings, as well as the search for missing persons; 

(ii) the prevention of a specific, substantial and imminent threat to the life or 
physical safety of natural persons or a genuine and present or genuine and foreseeable 
threat of a terrorist attack; 

(iii) the localisation or identification of a person suspected of having committed a 
criminal offence, for the purpose of conducting a criminal investigation or prosecution or 
executing a criminal penalty for offences referred to in Annex II and punishable in the 
Member State concerned by a custodial sentence or a detention order for a maximum 
period of at least four years. Point (h) of the first subparagraph is without prejudice to 
Article 9 of Regulation (EU) 2016/679 for the processing of biometric data for purposes 
other than law enforcement». 
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of at least four years in the MS. However, even when these exceptions apply, 
the deployment of real-time RBI systems is subject to some safeguards: in 
this context, real-time biometric identification is allowed by law 
enforcement authorities only in cases that serve significant public interests, 
such as preventing imminent threats to life, investigating serious criminal 
offences, or responding to terrorist attacks56. 

Law enforcement, when deploying RBI, must conduct, among other 
things, a fundamental rights impact assessment (FRIA)57, as mentioned in 
Recital 34, to evaluate the potential effects on privacy, non-discrimination, 
and other rights. Although Recital 34 AI Act establishes that the use of real-
time remote biometric identification systems in publicly accessible spaces 
should be authorised only if the relevant law enforcement authority has 
completed a FRIA, the concrete implementation of this requirement 
remains ambiguous. Only in the Commission Guidelines on prohibited 
artificial intelligence practices established by Regulation (EU) 2024/1689 
(AI Act), published in February 2025, the Commission clarified that «most 
AI systems that fall under an exception from a prohibition listed in Article 
5 AI Act will qualify as high-risk»58. Therefore, the obligations for high-risk 
systems shall also apply to the exceptions for RBI in law enforcement. 

Moreover, Article 5(3) provides a crucial obligation which is going to 
be examined later on: judicial or independent administrative authorisation 
is mandatory for each use, based on a reasoned request that demonstrates 
necessity and proportionality. Basically, the choice is left to the Member 
States to determine whether a judicial or administrative authority should be 
recognised with the power to authorise the use of such systems59. These 
authorisations must also account for geographic, temporal, and personal 
limitations to ensure minimal interference with fundamental rights. 

Beyond the rules for real-time systems, the AI Act addresses the 
broader use of biometrics in law enforcement, particularly in the form of 
post-remote biometric identification systems. These systems differ from 

                                   
56 Art. 5 and Annex II AI Act. 
57 Art. 27 AI Act.  
58 Commission Guidelines on prohibited artificial intelligence practices established 

by Regulation (EU) 2024/1689 (AI Act), cit., § 37. 
59 As clarified by the European Commission in Art. 5, «national laws are required 

for operationalising the use of ‘real-time’ RBI systems in publicly accessible spaces for the 
purposes of law enforcement». At the same time, Art. 5(5) AI Act, provides that Member 
States remain free to decide whether to adopt such national laws. «If a national law 
authorising the use of real-time RBI is adopted, the AI Act specifies the substantive 
elements which the national laws must contain to comply with the requirements laid down 
in the AI Act». 
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real-time systems in that they analyse biometric data after the fact, rather 
than in real time. In contrast, ex post biometric identification systems – 
which are used post factum for identification purposes – are classified as high-
risk AI systems under Article 6(2) AI Act60. This classification also extends 
to other sensitive biometric technologies, such as biometric categorisation 
systems and some uses of emotional recognition systems, which are 
considered high-risk due to their potential to infringe on fundamental rights. 
Like real-time systems, deployers of high-risk post-remote biometric 
systems should require prior authorisation from judicial or independent 
administrative authorities, with the necessity and proportionality of their 
deployment rigorously scrutinised61.  

However, concerns remain about the potential for inconsistency: the 
Regulation’s distinction between “remote” and “real-time” biometric 
identification systems (Article 3(36)(37)) has been critiqued for creating 
confusion rather than clarity62. As well recalled by the EDPB, there is just 
one type of technology with different functions, not the opposite63. This 
aspect is crucial when attempting to draw a line between uses that fall into 
the recognition, identification, categorisation and verification, since they are 
allowed for different purposes while being the same type of technology, 
even though with different requirements. In particular, the Regulation does 
not limit ex post uses to Annex II crimes, nor does the Act impose an explicit 
requirement that they be tied to serious criminal offences. As outlined in 
the very title of Annex II, the list of serious crimes suffices only for real 
time uses, therefore, falling within Article 5 “Article 5(1), First 
Subparagraph, Point (h)(iii)”. This lack of specificity, as mentioned supra, 
for other systems, such as post-remote biometric identification systems, 
introduces a regulatory gap, leaving the application of these systems less 
clearly constrained, despite their significant potential for privacy 
infringements. The standard for real-time systems is tied to the gravity of 

                                   
60 The distinction between the real-time and ex post application of biometric 

recognition is futile from a fundamental rights perspective. The difference is purely 
technical and consists of two different moments of the identification process, but it entails 
the same consequences for the surveillance of citizens. Particularly, the biometric system 
is mostly the same, trained with a biometric data set, and it is used in two modalities: e.g., 
live while the crime is happening or after, then, ex post. See EDPB-EDPS, Joint Opinion 
5/2021, cit. 

61 Art. 26 AI Act.  
62 M. Veale – F. Borgesius, Demystifying the Draft EU Artificial Intelligence Act, in 

Computer Law Review International, vol. 4, 2021, p. 97 ff. 
63 EDPB, Guidelines 05/2022 on the use of facial recognition technology in the area of law 

enforcement, Version 2.0, Adopted on 26 April 2023. 
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the offence; the standard for ex post use of such systems is tied to the general 
architecture of high-risk AI.  

The result is a regulatory gap: although ex post uses may involve large-
scale identification capabilities, the AI Act does not constrain them through 
a seriousness-of-crime threshold, opening to potential loopholes, also given 
the fact, as mentioned before, the two instruments can be used in 
synchronous, as happened in Mr. Glukhin’s case. Since the technology is 
the same, and the only difference is a mere latency, the potential for 
stretching the limits of the Regulation is visible and concerning.  

Furthermore, the AI Act also contains specific provisions on two 
other types of AI systems that might or are trained with biometric data: i) 
emotion recognition; ii) biometric categorisation.  

Emotion recognition systems are deployed «for the purpose of 
identifying or inferring emotions or intentions of natural persons on the 
basis of their biometric data»64, and they aim to infer emotional states from 
facial expressions, voice patterns, or physiological signals. However, these 
systems often rely on scientifically debatable assumptions and have been 
criticised for their inaccuracy and potential misuse65. For instance, the 
misinterpretation of emotional states could lead to wrongful accusations or 
discriminatory practices in law enforcement contexts. However, the AI Act 
classify as prohibited uses of emotion recognition only the specific sectors 
of «workplace and education institutions», as per Article 5(1)(f). All the 
other uses of emotion recognition are, therefore, permitted under the AI 
Act, including the law enforcement ones66. 

 Similarly, biometric categorisation systems, which classify individuals 
based on physical or behavioural traits, such as ethnicity, gender, or age, 
raising significant risks of stereotyping and reinforcing societal biases67, have 
a double classification under the AI Act. Article 5(1)(g) includes in the high-
risk list biometric categorisation systems68 when they categorise individuals 

                                   
64 Art. 3(1)(39) AI Act. 
65 F.P. Levantino, “How Do You Feel Today?” Exploring IHRL and IHL Perspectives on 

Law Enforcement and Military Uses of Emotion Recognition Technology, in Opinio Juris, 2023. 
66 Recital 54 AI Act: «emotion recognition systems that are not prohibited under 

this Regulation, should be classified as high-risk». 
67 Studies have shown higher error rates for minority groups in facial recognition 

systems, further exacerbating concerns about equality and non-discrimination. T. Madiega 
- H. Mildebrath, Regulating facial recognition in the EU, in EPRS - European Parliamentary 
Research Service, 2021. 

68 Defined by Art. 3(1)(40) as «an AI system for the purpose of assigning natural 
persons to specific categories on the basis of their biometric data, unless it is ancillary to 
another commercial service and strictly necessary for objective technical reasons». 

https://opiniojuris.org/2023/11/15/how-do-you-feel-today-exploring-ihrl-and-ihl-perspectives-on-law-enforcement-and-military-uses-of-emotion-recognition-technology
https://opiniojuris.org/2023/11/15/how-do-you-feel-today-exploring-ihrl-and-ihl-perspectives-on-law-enforcement-and-military-uses-of-emotion-recognition-technology
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«based on their biometric data to deduce or infer their race, political 
opinions, trade union membership, religious or philosophical beliefs, sex 
life or sexual orientation»69. It is excluded from the prohibition of the use 
of such systems in the context of law enforcement. Instead, biometric 
categorisation systems that are based on inferred characteristics, such as age, 
gender, or ethnicity70, are classified as high risk, according to Article 6(2) 
and Annex III, Article 1(b).  

Finally, biometric verification systems are explicitly excluded from 
certain restrictive provisions under the AI Act, as noted in Recital 54. The 
Regulation recognises that verification systems present relatively low 
privacy risks compared to identification systems, which process biometric 
data on a larger, potentially unsolicited scale, and, therefore, are not subject 
to the regulation.  

Taken together, these regulatory asymmetries confirm the point 
developed in the presentation: while the Regulation attempted to draw 
constitutional boundaries through a risk-based structure, the coherence of 
these boundaries depends on the clarity with which real-time, ex post, 
categorisation, and verification are distinguished and governed. The quality 
of law principle requires that these distinctions be normatively robust, not 
merely formal. 

 
 
4. The Elephants in the Room 
 
While the preceding analysis has identified some clusters of structural 

uncertainty within the AI Act’s regulation of biometric systems – as the 
conceptual fragility of its risk classification, the incomplete delineation of 
unacceptable risks, and the absence of empirical justification as a condition 
for necessity and proportionality –, in this section, we will move to the top 
of it and will be considered as not merely technical imperfections or policy 
oversights.  

The very distinction between real-time and post-remote identification 
illustrates a certain instability. Despite the Regulation’s attempt to anchor 
different regulatory obligations to temporal modalities, the underlying 
technology remains the same, as repeatedly acknowledged by the EDPB 
and EDPS71. Similarly, the absence of a seriousness-of-offence requirement 

                                   
69 Art. 5(1)(g) AI Act 
70 Recital 16 AI Act. 

71 EDPB-EDPS, Joint Opinion 5/2021, cit. 
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for post-remote systems introduces a normative asymmetry: retrospective 
uses of biometric identification may access vast databases of facial images 
without the gravity threshold that constrains the deployment of real-time 
under Article 5 AI Act. The result is a regulatory landscape in which the 
difference between an outright prohibition and high-risk classification does 
not track the actual degree of interference with fundamental rights. This 
actually reveals even a deeper tension between the Regulation’s ambition to 
constrain technologically augmented state power and its reliance on 
categories whose boundaries are normatively unstable.  

It is precisely at this juncture that the “elephant in the room” emerges. 
If one assumes that the “legitimate aims” under Article 8(2) ECHR 
correspond, within the architecture of the AI Act, to the narrowly 
circumscribed scenarios in Article 5 – missing persons, victims of specified 
offences, and the investigation of «serious crimes» listed in Annex II – the 
fragility of the system becomes immediately visible. Annex II, even though 
incomplete, at least provides guidance in the application of real time 
systems; however, as mentioned previously, the same threshold is not 
applicable to post remote biometric systems. In such a context, the 
constitutional assessment of necessity and proportionality cannot 
meaningfully occur. Necessity presupposes a clear delineation of the aim; 
proportionality requires a structured comparison between the gravity of the 
intrusion and the weight of the public interest; quality of law demands that 
the individual foresees with reasonable clarity the circumstances of the 
interference. Yet the AI Act, far from supplying these conditions, delegates 
them almost entirely to national discretion. 

The only safeguard expressly provided is the requirement of prior 
authorisation by a judicial authority or an independent administrative 
authority. But this safeguard raises the central question that structures the 
remainder of this analysis: who is meant to perform the authorisation? At 
which standards? What are the preconditions for the independent 
authorities? The Regulation does not discipline this choice; nor does it 
impose a minimum standard ensuring that whichever body is selected 
possesses the competence, guarantees, and procedural culture necessary to 
evaluate an interference of this magnitude. 

The temporal dimension of the assessment is no less significant. 
Authorisation operates at the moment of deployment, or «in a duly justified 
situation of urgency, the use of such system may be commenced without an 
authorisation provided that such authorisation is requested without undue 
delay, at the latest within 24 hours», as recalled by Article 5(3) AI Act. In 
combination, under the AI Act, the deployers, hence the actual users of the 
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technology, must comply with Article 27 and perform a Fundamental Rights 
Impact Assessment, which must be carried out prior to deployment and must 
accompany the system throughout its life cycle72. On paper, this 
requirement appears to embody the positive dimension of privacy 
protection: an ex ante evaluation of risks, limits, safeguards, oversight 
structures, and foreseeable interferences. Yet when one asks who is expected 
to perform this assessment, the fragility of the mechanism becomes 
immediately apparent. 

However, if the FRIA is left to the law enforcement authority that 
intends to deploy the technology, often the very authority whose 
investigative powers are expanded by biometric identification, the 
constitutional logic of the safeguard collapses. A police force body alone 
cannot meaningfully determine whether the conditions for its own intrusive 
action are met; nor can it be expected to reconstruct, through internal 
assessment, the normative boundaries that the legislature has failed to 
articulate. The paradox is obvious: a FRIA performed by the deployer 
presupposes a legal framework that already contains the substantive 
parameters, as necessity, proportionality, purpose limitation, storage 
guarantees, and independent oversight, that the FRIA is itself supposed to 
test. Without such a framework, the FRIA becomes a procedural self-
certification rather than a rights-protective instrument. 

This difficulty, compounded with the uncertainties around the 
authorisation, is the critical aspect that the next section will analyse in the 
light of the next to be full application of the Regulation. The regulatory 
decisions around the described aspects have significant implications, as they 
directly affect the level of oversight, scrutiny, and protection of fundamental 
rights associated with the deployment of these AI systems. Before delving 
into the analysis of these standards, it is crucial to underline that granting a 
certain degree of protection to the oversight of such privacy – inter alia – 

                                   
72 For a more thorough understanding of this requirement, refer to D. Casaburo 

and I. Marsh, Ensuring fundamental rights compliance and trustworthiness of law enforcement AI 
systems: the ALIGNER Fundamental Rights Impact Assessment, in AI and Ethics, 2024; S. 
Bertaina et al., Fundamental rights and artificial intelligence impact assessment: A new quantitative 
methodology in the upcoming era of AI Act, in Computer Law & Security Review, vol. 56, 2025, p. 
106101 ff.; A. Mantelero, The Fundamental Rights Impact Assessment (FRIA) in the AI Act: 
Roots, legal obligations and key elements for a model template, in Computer Law & Security Review, 
vol. 54, 2024, p. 106020 ff. 
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interferences is indeed an element of Article 47 CFREU73. These 
frameworks ensure that the deployment and use of such technologies 
operate under continuous scrutiny, providing a layer of protection that 
extends beyond initial approval. They align with Article 47 by guaranteeing 
that individuals have access to independent and impartial bodies, especially 
of a judicial nature, that oversee the deployment of these technologies and 
remain available to address any rights violations or disputes arising from 
their use. 

Therefore, the choice between judicial and administrative 
authorisation, the delineation of a clear procedure of authorisation on the 
Member State’s ground, is not merely procedural but reflects deeper 
concerns about how to balance security needs with the protection of civil 
liberties74. The differences in accountability, transparency, and the degree to 
which fundamental rights are safeguarded vary greatly depending on the 
type of authority overseeing these decisions, and this divergence raises 
important legal considerations that will be explored in the following 
discussion.  

 
 
4.1. Authorisation 
 
The choice between judicial authority and administrative authority is 

not neutral because the standards of authorisation and oversight vary 
significantly between these two types of bodies, and the decision ultimately 
influences the balance between security needs and the protection of 
fundamental rights. 

First and foremost, judicial authorities are inherently bound by 
constitutional safeguards and operate under a strict mandate to protect 
fundamental rights75. Their decisions are typically subjected to higher levels 
of legal scrutiny, ensuring compliance with the principles of necessity, 

                                   
73 M. Bonelli, Article 47 of the Charter, Effective Judicial Protection and the (Procedural) 

Autonomy of the Member States, in M. Bonelli, M. Eliantonio and G. Gentile (eds), Article 47 
of the EU Charter and Effective Judicial Protection, London, 2022, p. 81 ff.; S. Peers et al., Article 
47, The EU Charter of Fundamental Rights: A Commentary, London, 2021, p. 1245 ff. 

74 R. Tarchi and A. Gatti, Intelligenza Artificiale e Protezione Dei Dati Personali: Problemi 
Di Metodo e Di Procedura, in DPCE Online, vol. 64, 2024. 

75 M. Cartabia, I diritti in azione: Universalità e pluralismo dei diritti fondamentali nelle Corti 
europee, Bologna, 2009. 
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proportionality76, and due process77. This level of scrutiny is particularly 
important for AI-driven surveillance technologies78, like biometrics, which 
have far-reaching implications for privacy, freedom of expression, and 
freedom of movement.  

According to Article 47 CFREU, individuals must have access to 
effective judicial protection, which includes the right to an effective remedy 
before an independent and impartial tribunal79. This standard of protection 
is integral to maintaining the rule of law within the EU and ensures that the 
deployment of risky AI technologies like biometric identification systems 
does not infringe upon individual rights80. Hence, Article 47’s broad 
application requires national courts to play a key role in upholding EU law. 
In the context of AI and biometric technologies, individuals must have 
access to national courts to challenge both the legality of AI deployments 
and any resulting violations of their rights.  

While procedural autonomy allows member states to determine how 
EU law is enforced within their jurisdictions, Article 47 creates a binding 
obligation to ensure that remedies are effective and equivalent to those 
provided under national law for similar violations. This is a critical point, as 
procedural autonomy should not become an excuse for insufficient access 
to justice in cases involving AI and fundamental rights. Furthermore, the 
Court of Justice of the EU (CJEU) has repeatedly ruled that member states 
must ensure that their legal systems provide for effective judicial protection, 
particularly in contexts where Union law guarantees specific rights. This is 
particularly important for AI enforcement, as gaps in national procedural 
frameworks could hinder the ability of individuals to access justice. For 
instance, if a member state’s legal framework does not offer adequate 

                                   
76 S. Peers et al., Article 47, cit.; K. Lenaerts, Upholding the Rule of Law through Judicial 

Dialogue, in Yearbook of European Law, vol. 38, 2019, p. 3 ff. 
77 F. Pasquale, Inalienable Due Process in an Age of AI: Limiting the Contractual Creep 

toward Automated Adjudication, in A. Reichman and others (eds), Constitutional Challenges in the 
Algorithmic Society, New York, 2021. 

78 The use of biometrics should not be treated differently than wiretapping and 
other surveillance measures, which is granted, at least in some Member States, such as in 
Italy, a high-level of protection with judicial oversight. For a national perspective, see D. 
Zecca, La tutela costituzionale della segretezza delle comunicazioni e della corrispondenza alla prova delle 
tecnologie emergenti: profili comparati, Naples, 2023. 

79 S. de Heer, Artificial Intelligence and the Right to an Effective Remedy, in A. Quintavalla 
and J. Temperman (eds), Artificial Intelligence and Human Rights, cit., p. 294 ff. 

80 E. Kosta, Algorithmic state surveillance: Challenging the notion of agency in human rights, in 
Regulation & Governance, vol. 16, no. 1, 2022, p. 212 ff. 



 
 

Federica Paolucci 
The New Face of Privacy:  

AI, Power, and the Disappearing Private Sphere 
 

ISSN 2532-6619    - 93 -   Special Issue VIII (2026) 

remedies for violations of the AI Act, it could be seen as failing to meet its 
obligations under Article 4781.  

In contrast, independent administrative authorities, though often 
more specialised and efficient, may operate under less stringent 
requirements82. Their decisions may be driven by regulatory or policy 
considerations rather than a thorough analysis of the legal rights at stake83. 
While administrative bodies can act more swiftly and may have technical 
expertise in AI, they are not constitutionally bound to the holy respect of 
the rule of law, which is a prerogative of the courts, instead84.  

Looking at the case study of this analysis, facial recognition 
technology, especially when used in public spaces, represents a severe 
intrusion into personal privacy. For this reason, the AI Act attempts to 
safeguard against these risks by requiring prior authorisation for such 
technologies, but the effectiveness of these safeguards depends on the 
nature of the authorising body.  

As sustained in both literature and case law, judicial authorities can 
grant independence and transparency of a decision that has a high impact 
on the individual’s rights, as the CJEU has clarified in Corbiau, C-24/92 (i.e., 
§ 15)85. In this decision, the Court placed significant importance on the idea 
of independence in defining whether a body constitutes a court or tribunal. 
This emphasis is not surprising given that the core principle of the rule of 

                                   
81 CJEU (GC), 27 February 2018, C-64/16, Associação Sindical dos Juízes Portugueses v 

Tribunal de Contas. In this case, the Court reiterated that the right to effective judicial 
protection is essential to the rule of law in the EU, particularly where individual rights 
under Union law are at stake. This ruling reinforces the idea that judicial oversight is 
indispensable for ensuring that AI systems, especially those that affect fundamental rights, 
are deployed ethically and lawfully. 

82 This is a problem already emerged in the data protection framework. A recent 
report by the Fundamental Rights Agency underscored that Data Protection Authorities 
should be strengthened in their independence, also from a human, financial, and technical 
point of view. European Agency for Fundamental Rights, GDPR in practice – Experiences of 
data protection authorities, 2024. See also P. Schütz, Assessing Formal Independence of Data 
Protection Authorities in a Comparative Perspective, J. Camenisch et al. (eds.), Privacy and Identity 
Management for Life, Berlin, 2012, p. 45 ff. 

83 Independence entails that the authorities should not receive instructions from any 
other entity concerning the performance of their duties. The CJEU ruled that a supervisory 
authority must be free from any external influence, whether that be from public or private 
sectors, ensuring that their decision-making is solely based on the law. Inter alia, refer to 
CJEU (GC), 9 March 2010, C-518/07, European Commission v Federal Republic of Germany. 

84 CJEU, 10 April 1984, Case 14/83, Sabine von Colson and Elisabeth Kamann v Land 
Nordrhein-Westfalen. 

85 CJEU, 30 March 1993, C-24/92, Pierre Corbiau v Administration des Contributions. 

https://fra.europa.eu/es/publication/2024/gdpr-experiences-data-protection-authorities
https://fra.europa.eu/es/publication/2024/gdpr-experiences-data-protection-authorities
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law hinges on the reviewability of decisions made by public authorities 
through independent courts. Moreover, in Kadi and Al Barakaat86, the Court 
held that effective judicial review is essential for ensuring compliance with 
fundamental rights, particularly when administrative decisions have far-
reaching consequences for individuals. This case underscores the need for 
courts to remain independent and impartial: a topical aspect, especially 
when reviewing AI-related decisions, in high-risk contexts like law 
enforcement. 

In this respect, the ECtHR elaborated a three-tiered “quality of law” 
requirement to ascertain the justification for the interference of law 
enforcement on individuals’ privacy87. Thus, according to established 
jurisprudence, any interference must adhere to stringent standards of legal 
quality, necessitating that domestic legislation be clear, foreseeable, and 
readily accessible. Specifically, the Court emphasised that domestic law must 
provide robust measures to prevent any misuse of personal data that could 
violate these guarantees. This need for safeguards is particularly pronounced 
when it comes to using personal data for police purposes, especially given 
the increasingly sophisticated technology available, as in the case of AI and 
biometric technologies. For this very purpose, the application of such 
systems should happen with adequate care of individuals’ rights, striking a 
careful balance between the benefits of technology and the protection of 
fundamental rights88, which is to be ensured via stringent justifications89. 
Moreover, the Court, in the case of Big Brother Watch and Others v UK, 
established that, especially in cases of criminal investigation, without 
individual knowledge, «in a field where abuse in individual cases is 
potentially so easy and could have such harmful consequences for a 
democratic society as a whole, it is desirable to entrust supervisory control 
to a judge, judicial control offering the best guarantees of independence, 

                                   
86 CJEU (GC), 3 September 2008, Joined cases C-402/05 and C-415/05, Yassin 

Abdullah Kadi and Al Barakaat International Foundation v Council of the European Union and 
Commission of the European Communities. 

87 J. Livingston Slosser, Interpreting the ‘Quality of Law’ at the European Court of Human 
Rights: Metaphorical Framing and Evaluative Judgment 2018, available at papers.ssrn.com.  

88 ECtHR (GC), 4 December 2008, apps. 30562/04 and 30566/04, S. and Marper v 
the United Kingdom; cit., § 67. 

89 ECtHR (III Sec.), 21 June 2021, app. 33696/19, Podchasov v Russia, §§ 60-65. 

https://papers.ssrn.com/abstract=3251277
https://papers.ssrn.com/abstract=3251277
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impartiality and a proper procedure»90. The message here is very clear: the 
“best” option is the judge91. 

Thus, any infringement upon individuals’ right to privacy, and thus 
any utilisation of biometric technology, must adhere to the principle of 
“quality of law”, guaranteeing thorough oversight by the judicial authority 
over the reasoned implementation of such tools. Furthermore, legislation 
should clearly define the scope of discretion granted to competent 
authorities and specify how it should be exercised with precision to ensure 
individuals are adequately shielded from arbitrary encroachments92.  

While judicial oversight ensures the highest level of independence, 
impartiality, and adherence to fundamental rights principles, as this thesis 
aimed to demonstrate93, particularly in cases where these technologies pose 
significant risks to privacy and other rights, it is equally important to 
acknowledge the potential challenges associated with judicial authorisation, 
particularly the risk of procedural delays that could impede the timely 
deployment of AI systems in urgent or operationally sensitive contexts.  

In light of these concerns, in this section, an argument “in subordine”, 
in a subordinate position to the main one, supra, Member States should 
consider mixed oversight systems where judicial authorities work alongside 
independent administrative bodies94.  

In this sense, the ECtHR has also recognised, in cases like Kennedy v 
UK95, the validity of mixed or quasi-judicial oversight mechanisms as “good 

                                   
90 ECtHR (GC), 25 May 2021, apps. 58170/13, 62322/14 and 24960/15, Big Brother 

Watch and Others v the United Kingdom, cit. 
91 Further supporting this position, the United Nations High Commissioner for 

Human Rights has emphasized the necessity of judicial involvement in oversight of facial 
recognition technologies. In the report titled Impact of new technologies on the promotion 
and protection of human rights in the context of assemblies, including peaceful protests 
(UN Doc. A/HRC/44/24, 24 June 2020), it is recommended that States involve an 
independent body, preferably judicial in nature, to authorize the use of facial recognition 
technology in the context of assemblies. The report stresses that any use of facial 
recognition systems should be open to judicial challenge and urges authorities to ensure 
transparency, notifying the public whenever such technologies are deployed. 

92 ECtHR (III Sec.), 4 July 2023, app. 11519/20, Glukhin v Russia, cit. 
93 Ibid., §§ 82-87. 
94 G. Malgieri and P. de Hert, European Human Rights, Criminal Surveillance, and 

Intelligence Surveillance: Towards “Good Enough” Oversight, Preferably but Not Necessarily by Judges, 
in D. Gray and S. E. Henderson (eds), in The Cambridge Handbook of Surveillance Law, New 
York, 2017. 

95 ECtHR (IV Sec.), 18 May 2010, app. 26839/05, Kennedy v UK. 
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enough”96; thus, as an alternative, provided these systems maintain robust 
guarantees of independence, impartiality, and adherence to the principles of 
legality, necessity, and proportionality97. This flexibility has, however, 
encountered a crucial threshold: targeted surveillance practices – such as 
one of the uses that a deployer can make of the biometric identification 
systems authorised under the AI Act – present heightened risks of rights 
infringements and thus demand stricter judicial oversight. 

Whereas, in landmark decisions such as Szabó and Vissy v Hungary98 
and Zakharov v Russia99, the ECtHR affirmed that, even though judicial 
review remains the preferable safeguard, the Court, recognising non-judicial 
oversight systems as effective when judicial components, independence, 
and broad oversight powers are integrated, adopted a flexible approach. 
Instead, the Court has repeatedly stressed the need for oversight 
mechanisms that combine independence, transparency, and sufficient 
enforcement powers, tailored to the specific risks posed by surveillance 
systems, hence tailored to how invasive the system is assessed to be100. 

This is particularly true in the context of law enforcement, where the 
real-time application of FRT and other biometric systems carries a 
significant potential for abuse. The principles of necessity and 
proportionality, enshrined in both EU law and ECtHR jurisprudence, 
require that such intrusive measures be rigorously evaluated before 
deployment, with specific attention to the risks they pose to privacy, 
equality, and freedom of expression101. 

 
 

                                   
96 In Kennedy, for example, the ECtHR evaluated the role of the UK’s Investigatory 

Powers Tribunal and the Interception of Communications Commissioner, acknowledging 
their effectiveness as hybrid oversight mechanisms that incorporate elements of judicial 
review while leveraging administrative and technical expertise.  

97 See, also, ECtHR (C), 24 April 1990, app. 11105/84, Huvig v France; P. de Hert 
and A. Aguinaldo, A leading role for the EU in drafting criminal law powers? Use of the Council of 
Europe for policy laundering, in New Journal of European Criminal Law, vol. 10, no. 2, 2019, p. 99 
ff. 

98 ECtHR, 6 June 2016, app. 37138/ 14, Szabò and Vissy v Hungary. 
99 ECtHR, 4 December 2015, app. 47143/06, Roman Zakharov v Russia.  
100 G. Malgieri and P. de Hert, European Human Rights, Criminal Surveillance, and 

Intelligence Surveillance, cit.  
101 See, also, ECtHR (C), 24 April 1990, app. 11105/84, Huvig v France, cit. 
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4.2. Normative Design 
 
While the preceding section highlighted that the legitimacy of 

deploying biometric identification systems cannot be reduced to the formal 
act of obtaining authorisation, judicial or otherwise, here this concept will 
be further stressed, considering the legislative structure within which such 
an authorisation is exercised. As a matter of fact, even the most rigorous 
judicial scrutiny operates within the epistemic and normative boundaries set 
by the legislature. Where those boundaries are indeterminate, thin, or 
procedurally under-specified, the very institution entrusted with 
safeguarding rights is rendered structurally incapable of doing so. In other 
words, the question of who authorises is inextricable from the question of 
what is being authorised and according to which substantive and procedural 
parameters. As mentioned at the beginning of this paper, the premises from 
which the analysis departed are entrenched with the idea that the totalitarian 
regimes of the past, and not only, perpetrated atrocious crimes «through the 
law, not despite the law»102. Hence, even though there was a formalistic 
respect for the law, the problem was the provision of such laws and the 
content that was «at odds with the most basic sense of justice»103.  

This is indeed the perspective adopted by this research. Legal systems 
can respect the rule of law in a strictly procedural sense while authorising 
practices that are at odds with the most basic sense of justice. The problem 
does not lie only in the absence of law, but also in the content and structure of 
the law that enables and shapes the exercise of power. The perspective 
adopted in this paper is rooted in this distinction: assessing the EU 
regulatory model and its national adaptations not merely in terms of formal 
legality, but in terms of whether their premises, design choices, and 
institutional arrangements are capable of effectively protecting fundamental 
rights, including privacy. 

It is in this conceptual space – between the abstract legality of 
measures and the substantive conditions of their legitimacy – that the 
Fundamental Rights Impact Assessment acquires a constitutional 
significance. Article 27 AI Act gestures toward this potential, but its 
implementation risks being reduced to a procedural appendix or to a mere 
replication of the logic of the data-protection DPIA. Properly understood, 
the FRIA is not an exercise that the deployer performs on itself, nor is it 
confined to the ex post mapping of harms. It is the point at which the legal 

                                   
102 M. Cartabia and N. Lupo, The Constitution of Italy, cit.  
103 Ibid. 
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order is required to confront, in a structured way, the interaction between 
technological capacity, institutional design, and fundamental rights. 

For this reason, it is neither practical nor normatively desirable to 
assume that a law enforcement authority can, on its own, perform a FRIA 
that satisfies constitutional standards. By definition, law enforcement 
“enforces the law”; it does not write the substantive and procedural 
parameters against which its own action should be measured. This is where 
the notion of a normative FRIA becomes relevant104. 

A normative FRIA presupposes – and at the same time generates – a 
thicker conception of legality. It requires the legislature to define, in 
concrete terms, the parameters according to which the impact on 
fundamental rights is to be evaluated: which risks are admissible or 
unacceptable; which categories of persons require heightened protection; 
which forms of human oversight and contestability must accompany the 
system; which governance mechanisms are triggered when interferences 
materialise; which remedies are available and to whom; which authority is 
institutionally positioned to ensure independence, competence, and 
enforceable oversight. 

These elements, which Article 27 only sketches, cannot be absorbed 
into a DPIA-style logic centred on internal compliance105. They concern not 
the internal organisation of a controller, but the constitutional sustainability 
of public power when it relies on biometric identification systems. Put 
differently, a normative FRIA is not simply a checklist; it is a legislative and 
institutional commitment to reconstruct, ex ante, the conditions under which 
the deployment of intrusive technologies remains compatible with Articles 
7 and 8 CFREU and Article 8 ECHR. 

At this point, privacy, in its contemporary form, re-enters the picture. 
As argued above, privacy can no longer be reduced to a negative claim of 
non-interference, nor to the regulation of data flows alone. It operates as a 
relational guarantee, sustained by a network of safeguards – procedural, 
institutional, and technological – each of which contributes to recreating the 
“distance” between the individual and the technological gaze. A normative 
FRIA gives operational form to this understanding: it forces the legal system 
to ask not only which data are processed, but how power is exercised; not 

                                   
104 See F. Paolucci, Constitutional Safeguards in the Age of AI. A Study on the Fundamental 

Rights Impact Assessment of Facial Recognition Technology, in Iris Bocconi, 2025. 
105 A. Calvi et al., Contribution to “targeted stakeholder consultation on classification of AI 

systems as high-risk”, in D.pia.lab, 2025; see, as well, G. Malgieri and C. Santos, Assessing the 
(severity of) impacts on fundamental rights, in Computer Law & Security Review, vol. 56, 2025, 
106113. 

https://iris.unibocconi.it/handle/11565/4074069
https://iris.unibocconi.it/handle/11565/4074069
https://dpialab.research.vub.be/contribution-to-the-european-commissions-consultation-on-the-classification-of-ai-systems-as-high
https://dpialab.research.vub.be/contribution-to-the-european-commissions-consultation-on-the-classification-of-ai-systems-as-high
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only which risks are inherent in AI systems, but how those risks are 
distributed socially; not only which harms have occurred, but which 
structural vulnerabilities make certain groups more visible, more exposed, 
and more governable than others. 

If the law does not clearly specify who must perform this assessment, 
under which evidentiary standards, and with which institutional guarantees, 
the entire system risks collapsing into procedural formalism. Conversely, 
when the FRIA is conceived normatively – as a precondition for 
deployment, a moment of constitutional reflection, and the site where the 
rule of law confronts technological autonomy – it provides the structural 
framework that authorisation alone cannot supply. This reading is 
consistent with the jurisprudence discussed earlier: the ECtHR’s emphasis 
on “quality of law”, “minimum standards of guarantees”, and a “pressing 
social need” is not satisfied by the mere existence of an authorisation 
regime. It presupposes a legislative and institutional design capable of 
making such authorisation meaningful. 

The normative function of the FRIA is therefore systemic rather than 
purely procedural. It contributes to what this paper identifies as the 
sustainability of the legal order: the capacity of law to govern technological 
power without succumbing to it, to maintain equilibrium between security 
and liberty, and to preserve the pluralistic, relational spaces within which 
the right to privacy – as a constitutional infrastructure of democratic life – 
continues to have content. Everything, however, begins and can only begin 
with the law. The following section tests this conceptual framework against 
one of the first national laws adopted to implement the AI Act, Italy’s Law 
No. 132/2025, in order to assess whether, and to what extent, that law 
supplies the normative thickness that a constitutional FRIA would require, 
or whether it instead replicates the fragilities already evident at the EU level. 

 
 
4.3. The Italian Case 
 
As stated by Article 1(2) of Law No. 132/2025 adopted by Italy in 

October 2025, the purpose of the norm is to “interpret and apply” the rules 
set out by the AI Act106. Although the law does not introduce new 
obligations, it aims to organise the legal framework for the use of AI systems 

                                   
106 For a more in-depth analysis of the content of Law No. 132/2025, see F. 

Paolucci, La legge italiana sull’intelligenza artificiale: attuazione nazionale dell’“AI Act” e primi nodi 
applicativi, in Quaderni costituzionali, vol. 4, 2025. 
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by modifying, expanding, or systematising areas that are otherwise regulated 
in a fragmented manner. It is not the purpose of this paper to delve into the 
general content of the law, and suffice it to highlight here some critical 
elements that interest the particular perspective adopted so far. 

The regulation of artificial intelligence in sensitive domains, including 
national security and law enforcement, is here channelled through a broad 
and indeterminate delegation to the executive. A first crucial provision in 
this regard is Article 6, which governs the relationship between the AI Act 
and the national security exemption. Drawing on Article 2(3)(a) AI Act, Law 
No. 132/2025 excludes from its scope systems used for “national security” 
purposes. However, the national provision significantly broadens this 
category: it includes activities connected not only to defence and 
cybersecurity carried out by the armed forces and police, but also certain 
operations of the judicial police in the field of counterterrorism and 
cybercrime107. 

From the standpoint of EU law, these latter activities are not excluded 
from the AI Act’s scope. Article 5(1)(h) AI Act explicitly contemplates the 
exceptional use of otherwise prohibited systems – including real-time 
remote biometric identification in publicly accessible spaces – for 
law-enforcement purposes, under strict conditions and only in relation to 
the serious offences listed in Annex II, such as terrorism. It also requires 
that such uses be subject to prior authorisation by a judicial or independent 
administrative authority, limited in time and justified by concrete needs. 

There is therefore no manifest contradiction between the two 
regimes, but there is a different delimitation of what counts as “national 
security”. By including certain anti-terrorism and cybercrime operations of 
the police within the national security carve-out, Italian law risks placing 
these scenarios under the exemption that the AI Act treats as law 
enforcement and thus subjects them to its lex specialis safeguards. The result 
is a potential material misalignment that will have to be clarified in the 
implementation phase. 

This brings into sharper focus the role of Article 24, and in particular 
Article 24(2)(h), which delegates to the Government the adoption of one or 
more legislative decrees laying down «a specific discipline for the use of 
artificial intelligence systems for police activities». More generally, Article 24 
confers a wide-ranging power to legislate by decree on matters spanning 
governance, sectoral regulation, and enforcement, even then, in areas that 

                                   
107 As disciplined under Italian law by Art. 9(1)(b) and (b-ter) of Law No. 146/2006 

on undercover operations. and foreseeability. 
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directly implicate fundamental rights and highly intrusive technologies. In 
this sense, the Constitutional Court has repeatedly required enabling 
statutes to set «precise and defined criteria»108 guiding delegated legislation. 
Where such criteria are absent or drafted in very general terms, technical 
discretion risks sliding into normative discretion109, diluting the principle of 
substantive legality and making a law «precarious»110 instead of “of quality”.  

Yet this legislative posture is not uniquely Italian. A comparable 
dynamic can be observed at the EU level in the regulatory architecture of 
the AI Act itself. While the Regulation formally establishes a risk-based 
framework and articulates core prohibitions and obligations, it leaves crucial 
definitional, procedural, and supervisory choices to secondary instruments, 
implementing acts, delegated acts, and guidelines111. The Commission’s 
central role in shaping the interpretation of key categories112, from high-risk 
systems to prohibited practices and governance standards, reflects a 
European tendency, unfortunately very similar to the Italian one, to 
concentrate legislative action at the executive level. 

The result, both nationally and at the EU level, is a model at the 
detriment of the representative organs, such as the parliaments, who are left 
out of the process under the justification of the need for the appropriate 
technical expertise, operational efficiency, and the need to react swiftly to 
evolving risks. 

Moreover, given the sensitive context, the protection of fundamental 
rights is of utmost importance both in practice, by enforcing measures such 

                                   
108 Italian Constitutional Court, dec. No. 175/2022, as also mentioned in the 

Dossier published by in May 2025, by the Chamber of Deputies. 
109 O. Pollicino and G. Muto, La legislazione delegata in materia di intelligenza artificiale: 

la costruzione di una disciplina organica al confine tra scelte governative, controllo parlamentare e vincoli 
europei, in Rivista di Diritto dei Media, vol. 1, 2025, p. 393 ff. 

110 E. Longo, La legge precaria: Le trasformazioni della funzione legislativa nell’età 
dell’accelerazione, Turin, 2017. 

111 However, the need for standards and guidelines would be a hindrance, as can 
also be seen from the amendments to the proposed amendment to the AI Act, referred to 
in the Digital Omnibus, which would require postponing the entry into force of the 
regulation to allow the commission to finalize them. See the Draft Opinion of the 
Committee on Legal Affairs for the Committee on the Internal Market and Consumer 
Protection and the Committee on Civil Liberties, Justice and Home Affairs on the proposal 
for a regulation of the European Parliament and of the Council amending Regulations (EU) 
2024/1689 and (EU) 2018/1139 as regards the simplification of the implementation of 
harmonised rules on artificial intelligence (Digital Omnibus on AI) (COM(2025)0836 – 
C10-0304/2025 – 2025/0359(COD)), rapporteur for opinion: Sergey Lagodinsky, 2 
February 2026. 

112 Art. 97 AI Act. 
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as Article 27 AI Act (FRIA), but also through governance. In this sense, 
Italy did not designate on time the fundamental rights authority required by 
Article 77 AI Act through the Italian Law No. 132/2025. Such authorities 
might cover a great role in the future implementation of the AI Act since 
they are already existing «authorities protecting fundamental rights» which 
have «the power to request and access any documentation created or 
maintained» under the Regulation to the national public authorities or 
bodies which nationally oversee the protection of fundamental rights113. 
Such bodies had to be identified by the Member States by 2 November 
2024, and Italy missed the deadline, showcasing a long-standing problem of 
the absence of a National Human Rights Institution114. As mentioned, this 
very deficiency is particularly critical in sensitive fields, such as those of 
biometric identification systems used in law enforcement and migration, 
where market authorities have «effective investigative and corrective 
powers, including at least the power to obtain access to all personal data 
that are being processed and to all information necessary for the 
performance of its tasks» (Recital 159). In any case, Italy designated these 
authorities only in February 2026, and not through a law but a decision of 
the Department for Digital Transformation, in collaboration with AgID 
(Agency for Digital Italy) and ACN (National Cybersecurity Authority), the 
appointed authorities that will enforce the AI Act respectively as notifying 
authority and market surveillance authority115. 

From the standpoint of the right to privacy, these choices are not 
neutral. A broadened and elastic notion of national security narrows, in 
practice, the domain in which the guarantees of the AI Act apply; a vague 
and open-ended delegation deprives individuals of the foreseeability that 
Article 8 ECHR and Article 7 CFREU require; the late and opaque, from a 

                                   
113 Which, in the context of Italy, are the National Cybersecurity Agency and AgID 

as the national AI authorities, both under the Presidency of the Council, and preserves the 
roles of the Data Protection Authority and the Italian Communications Regulatory 
Authority (AGCOM).  

114 As it indeed remained on identifying a National Human Rights Institution for a 
long time. For more focus on this specific instance, allow to refer to F. Paolucci, Op-Ed: 
“Fundamental Rights Authorities and the AI Act: Neglected Priorities?”, in EU Law Live, 14 
October 2025. It is indeed recalled the Special Issue edited by A. Di Martino for this review 
on National Human Rights Institutions. Alcune esperienze comparate, vol. 2, 2025. On the specific 
Italian problem, it is also recalled G. Cerrina Feroni, I tentativi di istituire una NHRI nel contesto 
istituzionale italiano: quale ruolo per il Garante per la protezione dei dati personali?, in G. Repetto, 
Una National Human Rights Institution per l’Italia: problemi e prospettive, Turin, 2025. 

115 Autorità di protezione dei diritti fondamentali ai sensi dell’AI Act, Implementazione 
nazionale dell’articolo 77 dell’AI Act, available at innovazione.gov.it. 

https://eulawlive.com/op-ed-fundamental-rights-authorities-and-the-ai-act-neglected-priorities/
https://eulawlive.com/op-ed-fundamental-rights-authorities-and-the-ai-act-neglected-priorities/
https://innovazione.gov.it/dipartimento/focus/autorita-di-protezione-dei-diritti-fondamentali-ai-sensi-dell-ai-act/#cosa-prevede-l-art-77-dell-ai-act
https://innovazione.gov.it/dipartimento/focus/autorita-di-protezione-dei-diritti-fondamentali-ai-sensi-dell-ai-act/#cosa-prevede-l-art-77-dell-ai-act
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formal and legislative point of view, designation of the fundamental rights 
authorities under Article 77 AI Act impact on the overall sanity of the 
system, with potential repercussion on the disproportionate uses of this 
technology, and, for the perspective of this paper, biometric identification 
systems more specifically. The cumulative effect is not only reflected in 
institutional fragmentation but also normative opacity, making it harder for 
individuals to know when, how, and on what legal basis they may be 
subjected to biometric surveillance, and to whom they can turn before or 
after such interferences occur. In other words, the conditions under which 
privacy can be exercised as a constitutional right – clarity of the legal 
framework, ex ante limits on intrusive technologies, independent oversight, 
and access to remedies – are weakened precisely in those sectors where the 
erosion of the intermediate space between visibility and identifiability is 
most acute. 

Privacy, however, is not merely a defensive entitlement. Under Article 
8(2) ECHR, interferences are permitted only if they are «in accordance with 
the law» and «necessary in a democratic society», as mentioned supra, for 
specified legitimate aims. This provision encapsulates the very purpose of 
privacy within the system of constitutional law: not to deny public power, 
but to structure and constrain it. The law must predetermine the scope of 
normative discretion, define the legitimate aims with sufficient clarity, and 
embed the exercise of intrusive powers within a framework of necessity, 
proportionality, without, however, making of it «a passe-partout to weaken 
human rights guarantees, within the ECHR system of protection as well as 
in the framework of EU law»116. In other words, «if the rule contains a 
prohibition, the prohibition must strictly be observed, save in the specific 
cases for which the provision itself provides for an exception to the 
prohibition»117. 

Once again, the centrality of the law must be preserved, as argued in 
this paper, in the light of the proportionality principle. It is precisely at this 
intersection that the relevance of a normative FRIA becomes most evident. 
If the ratio of such an instrument is to assess and mitigate the risks on 
fundamental rights on the use of AI, in order to function, the legal order 
must pre-structure, at the legislative level, the parameters and institutional 
circuits through which risks are assessed, affected groups are identified, 

                                   
116 F. Viganò, Rethinking the Proper Role of Proportionality in the Limitation of Fundamental 

Rights, in Draft text of the intervention at the international conference (Riga, 2-3 September 2021): 
‘EUnited in Diversity: Between Common Constitutional Traditions and National Diversities’ 4th Panel: 
‘Limitation on the exercise of fundamental rights’, 2021, notably p. 13. 

117 Ibid., p. 13. 

https://www.cortecostituzionale.it/documenti/interventi_relazioni/1026_G/text_conference_20210916152756.pdf
https://www.cortecostituzionale.it/documenti/interventi_relazioni/1026_G/text_conference_20210916152756.pdf
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human oversight is defined, and remedial pathways are activated. These 
elements cannot be left entirely to secondary legislation or to self-
assessment by deployers, and they cannot be reduced to a “GDPR-style” 
DPIA, which is indeed a parameter but is an assessment just focused on 
one limited aspect. A FRIA is, by definition, a fundamental rights “tool”: it 
presupposes the involvement of institutions capable of articulating rights-
based reasoning and of interacting on equal footing with security and 
market-oriented authorities.  

However, the scope of this analysis is not theoretical: instead, it is 
substantiated by the need to affirm a critical concept, that the embedding 
of biometric identification technologies within social life does not 
progressively normalise and exacerbate forms of surveillance incompatible 
with a democratic society. Only where the limits of power are 
predetermined by the law, subjected to rigorous necessity and 
proportionality review, can technological innovation coexist with the 
“constitutional” vocation to the protection of fundamental rights118. 

Measured against this standard, the Italian framework is, at present, 
normatively incomplete. Even if future decrees seek to fill some of these 
gaps, the initial legislative act does not set the constitutional compass that 
should orient their content. In this sense, Italy exemplifies the central thesis 
of this paper: where the law is normatively thin or strategically elastic, 
privacy cannot perform its core function, that of structuring, limiting, and 
legitimising the exercise of public power in accordance with the spirit of 
Article 8(2) ECHR. 

 
 
5. Conclusion 
 
The analysis conducted in this paper aimed at showing that the 

contemporary conceptualisation of the right to privacy, far from a mere 
shield against intrusion, requires a legal order of recognising that this right 
cannot be reduced to a defensive barrier against intrusion. This is the positive 
and constitutional dimension of privacy that the case concerning Mr. 
Glukhin makes explicit: rights do not survive because surveillance 
technologies are limited in capacity; they survive because the law 

                                   
118 N. Purtova, Between the GDPR and the Police Directive: navigating through the maze of 

information sharing in public–private partnerships, in International Data Privacy Law, vol. 8, 1, 2018, 
p. 52 ff. 
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predetermines, with sufficient boundaries within which public power may 
operate. 

Measured against this standard, the current regulatory landscape 
remains normatively fragile. The AI Act identifies the risks but leaves the 
architecture of safeguards thin; Italy’s Law No. 132/2025, in turn, amplifies 
this fragility through broad delegations and vague standards. What emerges 
is a framework that speaks the language of rights yet lacks the structural grip 
needed to secure them. 

What is at stake is not simply regulatory coherence, but the 
constitutional equilibrium embodied in Article 8(2) ECHR. That provision 
encapsulates the core function of constitutional law: to permit interferences 
only when they are in accordance with the law, pursue legitimate aims, and 
are necessary in a democratic society. This requires that the essential limits 
to technologically enhanced power be determined ex ante by the legislature 
and embedded within independent oversight and effective remedies. 

Within this perspective, a normative conception of the Fundamental 
Rights Impact Assessment may serve as a methodological reorientation. 
Properly understood, the FRIA is not a compliance instrument, but a 
constitutional device through which necessity, proportionality, and 
accountability are operationalised before and throughout the deployment of 
AI systems. It is only through such a structured and legislatively grounded 
approach that the embedding of biometric identification technologies in 
social life can be prevented from normalising and intensifying surveillance 
practices incompatible with democratic freedom. 

Therefore, the future of privacy in “the age of AI” will not depend 
solely on technological design or regulatory ambition, but on the capacity 
of legal systems to preserve their role as constraints on power.  

The “new face” of privacy, then, is already visible: it is the face of 
constitutional balance. Whether Europe and its Member States will supply 
the legal architecture capable of sustaining that balance remains the decisive 
question. 

 
*** 
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ABSTRACT: This paper proposes a constitutional rethinking of 

privacy in the age of AI. Drawing on the concept of the intermediate space 

between visibility and identifiability, and using Glukhin v Russia as a 

diagnostic case, it argues that biometric identification systems dissolve the 

conditions that once allowed individuals to appear in public without 

becoming immediately knowable, classifiable, and subject to power. The 

paper shows that the core problem is not the technology itself, but the 

normative thinness of the legal frameworks governing it: where the law lacks 

density, precision, and institutional guarantees, privacy cannot function as a 

constitutional right. 
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