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1. Introduction 

 

In November 2025, UNESCO’s 43rd General Conference adopted the 

Recommendation on the Ethics of Neurotechnology1 - the first global 

normative instrument in this field. Its elaboration had begun in 2023, 

following a mandate from UNESCO’s 194 Member States, and proceeded 

through an Ad Hoc Expert Group, extensive regional consultations, and an 

intergovernmental meeting of experts held in May 2025 that approved the 

final text. The Recommendation seeks to articulate shared principles for the 

governance of technologies that access, read, or alter mental states.  2 The 

initiative marks the first adopted global standard-setting instrument 

establishing shared norms on what have come to be known as 

“neurorights,” including rights to mental privacy, cognitive liberty, and 

psychological integrity3. Its ambition is unmistakably universalist, i.e. to 

establish standards applicable across jurisdictions regardless of local legal 

culture. As a Recommendation adopted under UNESCO’s standard-setting 

                                   
 This article was subjected to double-blind peer review. 
1 UNESCO, Draft Recommendation on the Ethics of Neurotechnology, CL/4499, Annex II, 

2025, preamble and Arts. 5–11, distinguishing «neurodata» from «non-neurodata allowing 
cognitive-state inferences». 

2 C. Bublitz, F. Bariffi, M. Sosa Navarro and P. Kellmeyer, UNESCO’s Recommendation 
on Neurotechnology: realizing the rights of people with mental disabilities, in Nature Mental Health, vol. 
3, 2025, p. 749 ff. 

3M. Ienca and R. Andorno, Towards new human rights in the age of neuroscience and 
neurotechnology, in Life Sciences, Society and Policy, vol. 13, 2017, p. 5. 
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mandate, the instrument does not generate legally binding obligations; it 

operates as soft law, whose authority derives from the deliberative process 

through which it was elaborated and from the normative weight that states 

and domestic institutions choose to give it. Yet the pursuit of universality 

raises questions about how such standards interact with the contextual 

nature of cognitive vulnerability, which varies with law, social structure, and 

also individual condition. The debate, therefore, reflects a long-standing 

tension in human-rights theory between the universality of normative claims 

and the contextual relativism of their implementation4. 

The Recommendation builds upon UNESCO’s prior instruments, 

notably the Recommendation on the Ethics of Artificial Intelligence (2021)5 

and the Universal Declaration on Bioethics and Human Rights (2005)6, 

extending their normative reach into the neurotechnological domain. It 

reaffirms freedom of thought, mental privacy, and autonomy as core 

principles while introducing distinctions between neural and non-neural 

data that allow “cognitive-state inferences.” By explicitly addressing the 

ethical implications of data that reveal or modulate mental processes, the 

draft Recommendation situates neurorights within a continuum of existing 

human-rights protections rather than as an entirely new catalogue. It further 

reflects the convergence between neurotechnology, artificial intelligence, 

and biometrics, calling for governance mechanisms that integrate scientific 

evidence with human-rights-based safeguards. In this sense, UNESCO’s 

initiative positions itself as a global standard-setting framework designed to 

encourage national implementation and harmonise regional efforts around 

a shared ethical vocabulary. 

The term neurorights refers to a proposed category of human rights 

designed to protect mental integrity, cognitive liberty, and the privacy of 

brain-derived information in the face of advancing neurotechnology and AI. 

The concept was systematically developed by Ienca and Andorno, who 

identified four core interests requiring legal protection: mental privacy, 

understood as protection against non-consensual access to or inference of 

neural data; cognitive liberty, understood as freedom from non-consensual 

                                   
4 J. Donnelly, Universal Human Rights in Theory and Practice, 3rd ed., Ithaca, 2013. 
5 UNESCO, Final Report on the Draft Text of the Recommendation on the Ethics of 

Neurotechnology, CL/4499, Annex I (31 March 2025), paras. 1–3, highlighting continuity with 
the Recommendation on the Ethics of Artificial Intelligence, 2021. 

6 UNESCO, Universal Declaration on Bioethics and Human Rights (adopted 19 October 
2005), UNESCO General Conference, 33rd session, Paris, Arts. 3–5. 
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alteration of mental states; mental integrity, understood as protection 

against harmful manipulation of brain processes; and psychological 

continuity7, understood as protection of the authenticity and temporal 

coherence of personal identity. The term is not uncontested: some scholars 

argue that existing rights, notably freedom of thought, privacy, and bodily 

integrity, are sufficient if properly applied, making a separate neurorights 

vocabulary redundant8. Others contend that the specificity of neural data 

and the novelty of inference and modulation technologies create doctrinal 

gaps that existing frameworks cannot close without explicit elaboration9. 

This article proceeds from the view that the debate is not about whether to 

invent new rights but about how to specify, with legal precision, which 

modalities of interference with mental processes fall within already-

protected interests and which require supplementary elaboration. 

Efforts to universalise neurorights emerge against a fast-changing 

technological landscape. Artificial intelligence systems that analyse 

behaviour, emotions, and neural activity push the limits of privacy and 

integrity as traditionally understood10. Inference and influence now reach 

the internal forum of the mind (forum internum), once presumed beyond 

observation11. This capability transforms how autonomy is experienced and 

how harm is perceived. When cognitive intrusion can occur without 

awareness, the adequacy of existing fundamental rights becomes 

uncertain12. The question, therefore, is not whether human rights apply to 

the mind, but whether their current legal articulation captures the forms of 

vulnerability produced by AI and neurotechnology. What distinguishes AI 

from earlier neurotechnology is scale and opacity. These systems operate 

across millions of users simultaneously, and the mechanisms by which they 

                                   
7 M. Ienca and R. Andorno, Towards new human rights in the age of neuroscience and 

neurotechnology, cit. 
8 S. Alegre, We Don’t Need New “Neurorights”, We Need to Apply the Law, CIGI 

Commentary, 7 June 2023; UN Human Rights Committee, General Comment No. 22 (1993), 
cit. 

9 P. Magee, M. Ienca and N. Farahany, Beyond Neurodata: Cognitive Biometrics and Mental 
Privacy, in Neuron, vol. 112, 2024, p. 3017 ff. 

10 D. Susser, B. Roessler and H. Nissenbaum, Online Manipulation: Hidden Influences in 
a Digital World, in Georgetown Law Technology Review, vol. 4, 2019, p. 1 ff. 

11 UN Human Rights Committee, General Comment No. 22: Article 18 (Freedom of 
Thought, Conscience and Religion), CCPR/C/21/Rev.1/Add.4, 1993. 

12 N. Farahany, The Battle for Your Brain: Defending the Right to Think Freely in the Age of 
Neurotechnology, New York, 2023. 
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infer or influence mental states are rarely visible to the individuals affected 

or to the regulators responsible for oversight. 

The challenge of translation from ethics to law is already visible in 

national practice. Chile remains the only country to constitutionalise 

neurorights, embedding protection of mental integrity and brain data within 

its Bill of Rights13. The constitutional amendment has since been 

operationalised through Law No. 21.545 of 2023, which establishes data 

governance duties for entities processing neural information, including 

requirements of purpose limitation, explicit consent, and data minimisation 

- translating the constitutional guarantee into administrable obligations for 

private actors. Its Supreme Court’s decision in Girardi Lavín v. Emotiv Inc. 

(2023) applied the constitutionalised right to mental integrity under the 

amended Article 19(1) directly against a commercial entity, holding that the 

retention of brain activity data without specific, revocable consent violated 

both mental privacy and psychological integrity, and ordering deletion of 

the unlawfully held records14. This jurisprudence demonstrates how 

principles of mental autonomy can be given concrete justiciability within 

positive law. In contrast, the European Union’s Artificial Intelligence Act 

classifies manipulative AI as an “unacceptable risk” but confines protection 

to certain contexts, leaving interpretive and evidentiary gaps around the 

exploitation of cognitive weakness15. These examples illustrate the 

divergence between jurisdictions willing to reconceptualise rights at the 

constitutional level and those seeking incremental adaptation within existing 

data-protection frameworks. 

The international process led by UNESCO, therefore, operates within 

a tension. Universal rules promise coherence and a shared ethical 

vocabulary, yet the lived experience of cognitive vulnerability is culturally 

and structurally specific. The impact of neurotechnology depends on factors 

such as digital literacy, disability, social power, and exposure to data-driven 

                                   
13 Law No. 21.383 of 14 October 2021 (Chile) amending Art. 19(1) of the Political 

Constitution; Law No. 21.545 of 5 January 2023 (Chile) on the promotion of mental health 
and neurorights. 

14 Supreme Court of Chile, Girardi Lavín v. Emotiv Inc., Rol 36.904-2023, judgment of 
9 August 2023; see also M. I. Cornejo-Plaza, R. Cippitani and V. Pasquino, Chilean Supreme 
Court ruling on the protection of brain activity: neurorights, personal data protection, and neurodata, in 
Frontiers in Psychology, vol. 15, 2024, p. 1330439. 

15 Art. 5, Regulation (EU) 2024/1689 of the European Parliament and of the Council 
of 13 June 2024 laying down harmonised rules on artificial intelligence (Artificial Intelligence 
Act, “AI Act”), OJ L, 12 July 2024. 
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manipulation1617. A rigidly universal template may fail to recognise these 

differences, while excessive relativism risks fragmenting protection and 

enabling regulatory arbitrage. The core task for law is to navigate this space 

by defining minimum global commitments without erasing the diversity of 

contexts in which cognitive harm occurs. 

This article approaches that task through a comparative legal analysis 

of neurorights and their relation to cognitive vulnerability. It examines how 

constitutional, statutory, and regulatory regimes in different jurisdictions 

conceptualise mental autonomy, and how these frameworks interact with 

emerging international instruments. By analysing legislative and judicial 

developments in Chile, the European Union, and the United States, the 

article tests whether a coherent universal standard for neurorights can 

coexist with the pluralism inherent in national legal orders. These 

jurisdictions were selected because they represent distinct normative models 

for addressing cognitive risk, with Chile exemplifying constitutional 

recognition, the European Union illustrating a rights-based regulatory 

framework, and the United States reflecting an administrative and 

consumer-focused approach that together demonstrate the range of legal 

pathways through which neurorights may evolve. The argument advanced 

is that universalism remains normatively indispensable but must be 

contextualised - anchored in shared principles of mental integrity and 

autonomy while responsive to the diverse ways in which AI and 

neurotechnology generate vulnerability. The viability of neurorights as 

fundamental rights will depend on this balance between the universal 

aspiration of the UNESCO Recommendation and contextual precision. 

The analysis proceeds across three distinct but interrelated levels. The 

first is international standard-setting, examined through the UNESCO 

Recommendation as a soft law instrument whose authority rests on 

consensus and persuasive weight rather than binding obligation18. The 

second is comparative statutory and regulatory law, examining enacted 

frameworks in the European Union, Chile, and the United States, with EU 

                                   
16 N. Helberger, M. Sax, J. Strycharz and H.-W. Micklitz, Choice Architectures in the 

Digital Economy: Towards a New Understanding of Digital Vulnerability, in Journal of Consumer 
Policy, vol. 45, 2022, p. 175 ff. 

17 M. A. Fineman, The Vulnerable Subject and the Responsive State, in Emory Law Journal, 
vol. 60, 2010, p. 251 ff. 

18 UNESCO, Recommendation on the Ethics of Neurotechnology, adopted by the UNESCO 
General Conference at its 43rd session, Samarkand, 12 November 2025 (CL/4499), cit. 
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law as the primary analytical standpoint against which the Chilean 

constitutional model and the US consumer-administrative approach are 

examined as contrasting normative templates19. The third is comparative 

constitutional law, concerned with how courts and constitutional framers 

have translated protections of mental autonomy into justiciable rights and 

remedies. These levels are kept analytically distinct throughout, though the 

article acknowledges that they interact in practice. Where positive law and 

jurisprudence are treated together rather than in sequence, this reflects a 

deliberate thematic choice: in this field, the legal meaning of statutory 

protections has in several instances been substantially constituted by judicial 

interpretation, and separating the two levels would obscure rather than 

clarify the analytical picture20. 

 

 

2. Universalising Neurorights under International Standard-Setting 

 

The UNESCO Recommendation on the Ethics of Neurotechnology 

marks a significant step in the international framing of neurorights, 

consolidating them as shared normative reference points for domestic 

governance. 21 As a soft law instrument, the Recommendation does not 

impose binding international obligations on member states; its authority 

rests on the consensus through which it was adopted and on the persuasive 

weight it carries in national legislative and judicial processes. Rather than 

prescribing enforceable duties, it sets out a normative vocabulary and a set 

of guiding principles that states are invited to translate into their own 

constitutional, statutory, and regulatory frameworks. A universal template 

may achieve coherence only if it accommodates the distinct risks of 

neurotechnology and the institutional realities of the states that must 

implement it22. That challenge is sharpened by AI. The capabilities that 

neurorights are designed to govern, including large-scale inference of 

mental states and covert influence over behaviour, are now primarily 

                                   
19 J. Donnelly, Universal Human Rights in Theory and Practice, cit. 
20 M. I. Cornejo-Plaza, R. Cippitani and V. Pasquino, Chilean Supreme Court ruling on the 

protection of brain activity, cit.  
21 UNESCO, Final Report on the Draft Text of the Recommendation on the Ethics of 

Neurotechnology, CL/4499, Annex I (31 March 2025), paras 1–3, cit. 
22 C. Bublitz, F. Bariffi, M. Sosa Navarro and P. Kellmeyer, UNESCO’s 

Recommendation on Neurotechnology, cit. 
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delivered through AI systems, which means that any viable universal 

standard must be legible to AI regulators, not only to human rights lawyers. 

The first question concerns the legal object of protection. Existing 

proposals often group together several distinct interests under the term 

neurorights, including mental privacy, personal identity, cognitive liberty, 

and equal access to beneficial applications23. These interests are not 

interchangeable. Mental privacy is concerned with access, inference, and 

retention of brain-derived signals and proxies24. Identity turns on the 

authenticity and continuity of the self25. Cognitive liberty addresses freedom 

from non-consensual alteration and the conditions for self-forming 

thought26. Equality is a matter of fair distribution in enhancement and 

assistive uses. A universal standard that conflates these distinct interests 

risks producing principles that are normatively appealing but practically 

ineffective for adjudication or compliance. Disaggregation is the more 

productive strategy, because distinct interests suggest distinct duties and 

remedies. 

The second question is whether new rights are required or whether 

existing rights can be operationalised for neurotechnology. One camp 

argues for explicit recognition of neurorights to close conceptual and 

remedial gaps27. Another camp reads the forum internum and related 

guarantees as sufficient, provided that the law specifies how they apply to 

inference, manipulation, and brain-signal interfaces28. The latter position 

draws strength from the absolute protection of freedom of thought in the 

forum internum and from the doctrinal intuition that the mind is not a 

regulatory vacuum29. Yet without concrete limits on access and influence, 

the forum internum remains difficult to enforce in data-intensive 

environments. The universalisation debate is therefore less about inventing 

                                   
23 M. Ienca and R. Andorno, Towards new human right, cit., p. 5. 
24 P. Magee, M. Ienca and N. Farahany, Beyond Neurodata, cit. 
25 S. Ligthart, Towards a Human Right to Psychological Continuity? Reflections on the Rights to 

Personal Identity, Self-Determination, and Personal Integrity, in European Convention on Human Rights 
Law Review, vol. 5, 2024, p. 199 ff. 

26 P. Sommaggio, M. Mazzocca, A. Gerola and F. Ferro, Cognitive Liberty. A First Step 
Towards a Human Neuro-Rights Declaration, in BioLaw Journal – Rivista di BioDiritto, vol. 1, 2017, 
p. 91 ff. 

27 M. Ienca and R. Andorno, Towards new human right, cit. 
28 S. Alegre, We Don’t Need New “Neurorights”, We Need to Apply the Law, cit. 
29 UN Human Rights Committee, General Comment No. 22, 1993, cit. 
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a new catalogue and more about stating, with precision, which modalities 

of access and interference violate protected mental interests30. 

The forum internum provides a coherent normative foundation for 

defining the boundaries of cognitive autonomy. 31 The key challenge is to 

translate this abstract protection into concrete and justiciable elements that 

can guide the regulation of AI-mediated practices. Three categories of 

interference are especially significant. The first concerns the non-consensual 

decoding of neural signals that individuals intend to keep private, which 

directly violates mental privacy and autonomy. The second involves covert 

or opaque mechanisms of influence that exploit cognitive vulnerabilities to 

steer behaviour, particularly when such influence occurs below the 

threshold of awareness. The third relates to the commercial circulation of 

raw neurodata outside legitimate health or research contexts, where consent 

is neither explicit, specific, nor revocable. Together, these categories 

delineate the outer limits of permissible engagement with mental processes 

and establish points at which law can intervene - through design-stage duties 

to prevent violations and through remedies such as deletion, disgorgement, 

or damages when interference has already occurred. 32 

A clear distinction must be drawn between foundational protections 

and aspirational goals. Some neurorights proposals extend beyond 

safeguarding cognitive integrity to include broader distributive aims, such 

as a general right to cognitive enhancement 33. While these objectives may 

have policy value, they risk transforming legal guarantees into open-ended 

social commitments and provoking disputes over resource allocation or 

technological equity. A universal framework will gain greater legitimacy if it 

differentiates between absolute prohibitions that preserve the conditions 

for thought and progressive measures that states may realise over time, 

according to capacity. Maintaining this separation reflects established 

human-rights architecture and prevents the inflation of international 

obligations beyond what is legally or institutionally achievable34. 

                                   
30 D. Susser, B. Roessler and H. Nissenbaum, Online Manipulation, cit. 
31 UN Human Rights Committee, General Comment No. 22 (1993), cit. 
32 Art. 5 AI Act; C. Bublitz, F. Bariffi, M. Sosa Navarro and P. Kellmeyer, UNESCO’s 

Recommendation on Neurotechnology, cit. 
33 N. Bostrom and R. Roache, Smart Policy: Cognitive Enhancement and the Public Interest, 

in J. Savulescu, R. ter Meulen and G. Kahane (eds), Enhancing Human Capabilities, Oxford, 
2009, p. 138 ff. 

34 C. Bublitz, F. Bariffi, M. Sosa Navarro and P. Kellmeyer, UNESCO’s 
Recommendation on Neurotechnology, cit. 
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Furthermore, justiciability and proof are central. Soft law gains traction 

only when it helps domestic institutions decide hard cases. The European 

Union’s Artificial Intelligence Act prohibits, under Article 5(1)(b), AI 

systems that exploit group-specific vulnerabilities to materially distort 

behaviour in ways likely to cause harm, yet it leaves evidentiary burdens and 

allocation of responsibility to implementing authorities and sectoral 

regimes35. Chile took an inverse path, elevating mental integrity and brain-

derived information to constitutional status. In Girardi Lavín v. Emotiv Inc., 

the Supreme Court ordered the deletion of unlawfully retained neurodata, 

thereby making mental autonomy justiciable with immediate consequences 

for private actors36. A universal template should be intelligible to both styles 

of governance. It should articulate prohibited modalities that constitutional 

framers can adopt as rights and that regulators can encode as red-line 

prohibitions, and it should indicate how proof of covert influence or non-

consensual decoding can be established through testing and audit37. 

Cognitive vulnerability emerges as a key axis along which the balance 

between universalism and relativism must be maintained. Vulnerability is 

not a static attribute of fixed classes. It is situational and fluid, shaped by 

design choices, information asymmetries, literacy, age, health, disability, 

socio-economic position, and exposure to persuasive architectures38. This 

has two implications for duty design39. First, states should impose upstream 

obligations on developers and deployers to identify and mitigate cognitive 

risk, for example, through impact assessments that examine attentional 

capture, affective inference, and susceptibility to manipulation40. Secondly, 

the universal template should set minimum guarantees for protected 

interests and prohibited modalities, while leaving thresholds and evidentiary 

                                   
35 Art. 5 AI Act. 
36 Law No. 21.383 of 14 October 2021 (Chile), cit.; Supreme Court of Chile, Girardi 

Lavín v. Emotiv Inc., Rol 36.904-2023, judgment of 9 August 2023, cit. 
37 C. Bublitz, F. Bariffi, M. Sosa Navarro and P. Kellmeyer, UNESCO’s 

Recommendation on Neurotechnology, cit.; Art. 5 AI Act. 
38 N. Helberger, M. Sax, J. Strycharz and H.-W. Micklitz, Choice Architectures in the 

Digital Economy, cit., p. 175 ff.; M. A. Fineman, The Vulnerable Subject and the Responsive State, 
cit. 

39 A. Atak, Ethical Design and Responsibilities, in World Journal of Engineering Research and 
Technology, vol. 9, 2023, p. 75 ff. 

40 A. Taimur, Cognitive Freedom and Legal Accountability: Rethinking the EU AI Act’s 
Theoretical Approach to Manipulative AI as Unacceptable Risk, in Cambridge Forum on AI: Law and 
Governance, vol. 1, 2025, e20. 
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proxies to sector-specific rules that reflect local infrastructures and social 

conditions. This preserves the core and avoids dilution into relativism41. 

The governance of neurotechnology can be structured around the 

tripartite model of obligations recognised in human rights law, which 

distinguishes between duties to respect, protect, and fulfil42. In this context, 

the “duty to respect” requires public authorities to avoid direct interference 

with cognitive autonomy, such as decoding neural signals without consent, 

manipulating mental states through covert influence, or trading in neurodata 

for commercial purposes. The “duty to protect” extends this responsibility 

to the private sphere by obliging states to establish effective regulatory and 

supervisory mechanisms. This responsibility encompasses licensing, safety, 

and data-governance frameworks that embed explicit safeguards for mental 

integrity and freedom of thought. Finally, the “duty to fulfil” encompasses 

positive measures designed to build institutional and societal capacity, for 

example, by supporting the development of privacy-preserving 

neurotechnologies for therapeutic applications and ensuring that oversight 

bodies possess the technical expertise to evaluate cognitive risk. Read 

together, these layers of obligation can create a continuous system of 

accountability that connects design, regulation, and remedy, clarifying who 

must act, through what instruments, and at what stage of 

neurotechnological innovation43. 

However, it can be observed through the literature on the area that a 

persistent objection is redundancy44. If privacy, bodily integrity, non-

discrimination, and freedom of thought already exist, a separate neurorights 

vocabulary risks duplication. Addressing this objection requires both 

doctrinal refinement and empirical extension of existing principles. 

Doctrinally, the forum internum is absolute yet under-specified for 

environments in which inference and influence are invisible to the person 

affected. Empirically, practices such as affective inference, persuasive 

architecture, and consumer brain-interfaces generate harms that current law 

often frames as data-processing incidents or unfair commercial practices 

                                   
41 UNESCO, Recommendation on the Ethics of Artificial Intelligence, 2021, cit.; Art. 9 AI Act 

and related provisions. 
42 D. J. Karp, What Is the Responsibility to Respect Human Rights? Reconsidering the “Respect, 

Protect, and Fulfil” Framework, in International Theory, vol. 11, 2019, p. 83 ff. 
43 Ibid. 
44 S. Alegre, We Don’t Need New "Neurorights", We Need to Apply the Law, cit. 



 
 

Aimen Taimur 
Neurorights in the Age of AI:  

Universalism, Cognitive Vulnerability, and the Limits of Legal Translation 
 

ISSN 2532-6619    - 135 -   Special Issue VIII (2026) 

rather than as interferences with mental autonomy45. A universal instrument 

that names protected mental interests and prohibited modalities can steer 

interpretation toward the appropriate frame without requiring a complete 

reinvention of rights46. 

Additionally, enforcement architecture should be addressed rather than 

deferred. Ex post remedies alone are poorly matched to harms that 

materialise before awareness and are difficult to prove. Therefore, upstream 

controls matter extensively in such circumstances. A credible template 

would encourage pre-market conformity assessment for neurotechnology 

with cognitive impact, mandatory disclosure where systems process or infer 

mental states, and a presumption against the commercialisation of raw 

neurodata absent explicit, specific, and revocable consent. These are design-

level commitments that can be supervised by regulators and audited by third 

parties. They align with risk-based AI governance and recognise the special 

status of neurodata47. 

The relationship between universalism and relativism need not be 

understood as oppositional. Universality can establish the essential 

conditions for thought and self-formation through a set of minimum 

guarantees, while implementation can adapt metrics, thresholds, and 

institutional mechanisms to different legal and cultural contexts. Relativism, 

therefore, belongs to the level of application rather than to the level of 

principle48. A framework that makes this relationship explicit is far more 

likely to inform constitutional drafting and regulatory design than one that 

leaves it implicit. From this perspective, a legally realistic approach to 

international standard-setting would proceed by distinguishing discrete 

protected interests instead of asserting a single, all-encompassing right. It 

would define the modalities of interference that violate the forum internum in 

AI-mediated environments, assign corresponding duties to public and 

private actors, and require design-stage safeguards that anticipate cognitive 

risks. It would also integrate documentation and audit obligations that 

render covert influence visible to courts and regulators. Such an approach 

                                   
45 UN Human Rights Committee, General Comment No. 22, 1993, cit.; D. Susser, B. 

Roessler and H. Nissenbaum, Online Manipulation, cit. 
46 C. Bublitz, F. Bariffi, M. Sosa Navarro and P. Kellmeyer, UNESCO’s 

Recommendation on Neurotechnology, cit. 
47 Art. 5 AI Act and conformity assessment framework; UNESCO, Recommendation on 

the Ethics of Artificial Intelligence, 2021, cit.; UNESCO, Draft Recommendation on the Ethics of 
Neurotechnology, CL/4499, Annex II, 2025, Arts. 6–9, cit. 

48 J. Donnelly, Universal Human Rights in Theory and Practice, cit. 
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preserves core guarantees while allowing contextual differentiation in 

enforcement and remedy, giving neurorights a universal foundation that is 

both normatively robust and practically workable49. 

 

 

3. Cognitive Vulnerability in AI Environments: A Legal Account 

 

Cognitive vulnerability constitutes a legally relevant form of exposure 

that arises when technological systems infer or steer mental states under 

conditions of information asymmetry50. Such vulnerability occurs when 

design architectures manipulate attention or decision-making below the 

level of conscious awareness. It arises when neural and behavioural data are 

transformed into actionable representations of mental activity, both 

through direct brain signals and through multimodal traces that function as 

cognitive biometrics51. These data streams enable the reconstruction of 

attitudes and intentions from non-neural indicators such as gaze, gesture, or 

tone52. Unlike traditional notions of consumer vulnerability tied to fixed 

groups, cognitive vulnerability is fluid and situational53. It fluctuates with 

interface design, digital literacy, age, disability, health, social power, and the 

degree of control exercised over technological environments. 

This understanding of vulnerability is increasingly reflected in emerging 

regulatory frameworks. The EU AI Act recognises vulnerability as a trigger 

for heightened protection, classifying AI systems that exploit the 

weaknesses of persons due to their age, disability, or socio-economic 

situation as unacceptable risk practices54. Similarly, the Digital Services Act 

addresses manipulative design and personalised targeting that may exploit 

users’ psychological or cognitive predispositions, linking such practices to 

                                   
49 C. Bublitz, F. Bariffi, M. Sosa Navarro and P. Kellmeyer, UNESCO’s 

Recommendation on Neurotechnology, cit.; N. Helberger, M. Sax, J. Strycharz and H.-W. Micklitz, 
Choice Architectures in the Digital Economy, cit. 

50 S. A. Teo, Artificial Intelligence, Human Vulnerability and Multi-Level Resilience, in 
Computer Law & Security Review, vol. 57, July 2025. 

51 P. Magee, M. Ienca and N. Farahany, Beyond Neurodata, cit. 
52 S. K. Khare, V. Blanes-Vidal, E. S. Nadimi, U. R. Acharya, Emotion Recognition and 

Artificial Intelligence: A Systematic Review (2014–2023) and Research Recommendations, in 
Information Fusion, vol. 102, February 2024. 

53 A. Zac et al., Dark Patterns and Consumer Vulnerability, in Behavioural Public Policy, 2025, 
p. 1 ff. 

54 Arts. 5(1)(a)–(b) AI Act. 
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the concept of vulnerable users in the digital environment55. Article 5(1)(b) 

of the EU AI Act prohibits AI systems that exploit the vulnerabilities of 

specific groups, defined by reference to age, disability, or socio-economic 

situation, where those systems materially distort behaviour in a manner 

likely to cause harm: both the materiality of the distortion and the 

probability of harm are operative thresholds, not merely descriptive 

qualifiers. 56 The Artificial Intelligence Act further classifies systems 

affecting the safety or fundamental rights of natural persons, including those 

interacting with vulnerable groups, as high-risk under Annex III, subjecting 

them to conformity assessment, risk management, and documentation 

duties under Articles 9 to 15. The Digital Services Act, by contrast, 

addresses manipulative design and targeted advertising within a narrower 

institutional frame: Article 25 prohibits online platforms from designing 

their interfaces in ways that deceive, manipulate, or otherwise impair users’ 

ability to make free and informed decisions, while Article 26(3) prohibits 

profiling-based targeted advertising directed at minors and advertising 

based on sensitive categories of personal data. These are obligations 

imposed on providers of online platforms and, in certain respects, very large 

online platforms specifically, and they do not amount to a general EU 

prohibition on cognitive manipulation across sectors57. Together, these 

instruments frame vulnerability not merely as a social category but as a 

structural condition produced by asymmetries of knowledge and control in 

AI-mediated interactions. They provide the regulatory scaffolding for 

understanding cognitive vulnerability as a dynamic and legally cognisable 

harm.  

This regulatory trajectory does not emerge in a vacuum. A substantial 

body of European legal scholarship has examined how digital environments 

produce structural vulnerability through choice architecture, information 

asymmetry, and personalised targeting, with Helberger, Sax, Strycharz and 

Micklitz establishing that digital vulnerability is best understood as a 

situational and relational condition rather than a fixed attribute of protected 

groups, a framing that the AI Act’s context-sensitive approach to cognitive 

risk broadly reflects. Alongside this literature on digital vulnerability, the 

                                   
55 Arts. 5(1)(a)–(b) AI Act. 
56 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 

October 2022 on a Single Market for Digital Services (Digital Services Act), OJ L 277, 27 
October 2022, Recital 67, Arts. 24 and 28. 

57 Recital 67 and Arts. 24–26 AI Act. 
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data protection framework established by the General Data Protection 

Regulation provides an underexplored but significant foundation for 

cognitive protection in the European context: the classification of biometric 

and health data as special categories under Article 9 subjects their processing 

to heightened conditions of consent and necessity, and the right not to be 

subject to solely automated decision-making with significant effects under 

Article 22 supplies a partial doctrinal basis for contesting systems that steer 

behaviour through neural or behavioural inference. The gap between these 

existing instruments and a fully articulated account of cognitive protection 

in EU law is precisely the space into which neurorights scholarship and the 

UNESCO Recommendation must intervene58. 

A workable legal account must show how exposure is created in 

practice. Inference technologies widen observation by turning everyday data 

into likely attitudes or intentions, as seen in emotion recognition, affective 

analysis, and large-scale audience targeting for persuasion59. Influence 

architectures reorder choice sets and tune salience so that the path of least 

resistance aligns with the deployer’s objectives, a pattern described in the 

regulatory literature as hypernudging and related manipulative design60. 

Interfaces that capture or stimulate neural signals add a channel where the 

line between measurement and modulation is thin, a tension already 

analysed in forensic brain-reading jurisprudence61, and increasingly flagged 

in clinical and commercial neurotechnology ethics62. Collectively, these 

modalities erode the conditions for self-forming thought and generate harm 

at an earlier stage, often before notice or consent is meaningful,  63 which 

                                   
58 L. Bygrave, Data Privacy Law: An International Perspective, Oxford, 2014; H.-W. 

Micklitz, The Visible Hand of European Regulatory Private Law, in Yearbook of European Law, vol. 
28, 2009, p. 3 ff. 

59 European Parliament, Panel for the Future of Science and Technology (STOA), 
The Protection of Mental Privacy in the Area of Neuroscience, Study PE 757.807, 2024. 

60 P. Kellmeyer, Neurorights, in M. D. Dubber, F. Pasquale and S. Das (eds), The 
Cambridge Handbook of Responsible Artificial Intelligence, Cambridge, 2024. 

61 C. Bublitz, F. Bariffi, M. Sosa Navarro and P. Kellmeyer, UNESCO’s 
Recommendation on Neurotechnology, cit. 

62 AI Act; Supreme Court of Chile, Girardi Lavín v. Emotiv Inc., cit.; UNESCO, 
Recommendation on the Ethics of Artificial Intelligence, 2021, cit. 

63 R. Calo, Digital Market Manipulation, in George Washington Law Review, vol. 82, 2014, 
p. 995 ff.; S. C. Matz, M. Kosinski, G. Nave and D. J. Stillwell, Psychological Targeting as an 
Effective Approach to Digital Mass Persuasion, in Proceedings of the National Academy of Sciences, vol. 
114, 2017, p. 12714 ff. 
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underscores why governance focused solely on data-processing is 

systematically reactive rather than preventive. 64 

Doctrinally, the anchor remains the forum internum, whose absolute 

protection supplies a normative outline for freedom of thought65, but 

translation into adjudicable elements is the central difficulty. A practical test 

for unlawful interference must capture both intent and effect within AI-

mediated environments. Such interference arises where mental states are 

accessed or manipulated without valid consent, where the mechanism of 

influence is opaque or concealed, or where design features exploit cognitive 

weaknesses instead of fostering informed deliberation. Ultimately, the 

decisive factor in assessing interference is whether such influence 

undermines an individual’s capacity for independent judgment66. 

Distinguishing persuasion from manipulation is crucial, and this distinction 

can be evaluated through objective design evidence rather than through 

speculative reconstruction of a user’s mental state. Regulatory tools such as 

prohibited-practice frameworks and dark-pattern taxonomies offer 

concrete indicators for identifying covert or manipulative design strategies 

and for rendering these practices legally traceable through documentation 

and audit6768. 

Evidence remains the pressure point, since direct proof of mental 

intrusion is rare in adversarial settings. Two strategies reduce the burden 

without diluting the standard. Structural proxies recognise that certain 

interface patterns have reproducible effects on attention and choice; their 

presence at scale justifies a rebuttable presumption of manipulative 

influence in proceedings and enforcement69, particularly when combined 

with psychological targeting studies that quantify behavioural effects. 

Upstream documentation through testing and impact assessment 

                                   
64 K. Yeung, Hypernudge, in Information, Communication & Society, vol. 20, 2017, p. 118 

ff. 
65 UN Human Rights Committee, General Comment No. 22 on Freedom of Thought, 

Conscience and Religion, CCPR/C/21/Rev.1/Add.4 (1993), cit.  
66 S. Ligthart, T. Douglas, C. Bublitz, T. Kooijmans and G. Meynen, Forensic Brain-

Reading and Mental Privacy in European Human Rights Law, in Neuroethics, 2020, p. 1 ff. 
67 Arts. 9–15 AI Act. 
68 S. Wachter and B. Mittelstadt, A Right to Reasonable Inferences, in Columbia Business 

Law Review, 2019, p. 494 ff.; H. Brignull, Deceptive Patterns: Exposing the Tricks Tech Companies 
Use to Control You, Eastbourne, 2023. 

69 M. Ienca, E. Haselager and R. Andorno, Brain Leaks and Consumer Neurotechnology, in 
Nature Biotechnology, vol. 36, 2018, p. 805 ff. 
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externalises part of the proof to developers and deployers, allowing 

regulators and courts to draw adverse inferences where systems were not 

evaluated for attentional capture, affective inference, or susceptibility to 

manipulation70, and to require disclosure of model evaluations where mental 

states are processed or inferred71. 

Precision about the legal object of protection is equally important. 

Narrow rules that focus on neurodata alone are under-inclusive when 

cognitive states are inferred from eye movements, cursor trajectories, or 

biometric combinations that never touch the skull72, so a more defensible 

object is mental information broadly defined, encompassing neural signals 

and non-neural proxies that, in function, disclose or modulate mental 

content73. This alignment of legal category with technical practice reduces 

incentives to route around protection through alternative sensors and 

clarifies which activities should trigger per se constraints and which require 

contextual balancing74. 

The literature also counsels restraint in rights inflation and care with 

language75. Not every instance of decoding or persuasion requires a new 

fundamental right. The task is to specify protected interests and prohibited 

modalities in a form that can be integrated into existing guarantees of 

freedom of thought, privacy, bodily and psychological integrity, and non-

discrimination76, while preserving a strict core against non-consensual or 

covert access to mental content. Conceptual precision over what counts as 

reading the mind and how digital and neurotechnological routes differ 

                                   
70 E. Luguri and R. H. Strahilevitz, Shining a Light on Dark Patterns, in Journal of Legal 

Analysis, vol. 13, 2021, p. 43 ff. 
71 W. Mattli and T. Büthe, Setting International Standards, in World Politics, vol. 56, 2003, 

p. 1 ff.; K.W. Abbott and D. Snidal, The Governance Triangle, in W. Mattli and N. Woods 
(eds), The Politics of Global Regulation, Ithaca, 2009. 

72 European Parliament, STOA, The Protection of Mental Privacy in the Area of Neuroscience, 
Study PE 757.807, 2024, cit. 

73 O.R.K. Time, Mind-Reading Devices Are Revealing the Brain’s Secrets, in Nature, vol. 626, 
2024, p. 22. 

74 S. Wachter and B. Mittelstadt, A Right to Reasonable Inferences, cit.; European 
Parliament, STOA, The Protection of Mental Privacy in the Area of Neuroscience, cit.  

75 J.T. Theilen, The Inflation of Human Rights: A Deconstruction, in Leiden Journal of 
International Law, vol. 34, 2021, p. 681 ff. 

76 P. Kellmeyer, Neurorights, in M.D. Dubber, F. Pasquale and S. Das (eds), The 
Cambridge Handbook of Responsible Artificial Intelligence, Cambridge, 2024, p. 562 ff., cit.; M. 
Ienca and R. Andorno, Towards new human rights, cit.  
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prevents overreach and facilitates compliance architecture77, and it aligns 

with the incremental universalism of the UNESCO process without 

collapsing into relativism78. 

Comparative trajectories reinforce these design choices. Instruments 

that emphasise red-line prohibitions against exploitation of vulnerabilities 

and that couple them with conformity-assessment duties are better suited 

to harms that materialise before awareness, and courts have begun to 

recognise psychological integrity as a justiciable interest with deletion and 

cessation remedies where mental information has been unlawfully retained 

or processed79. The standard-setting dimension will matter for transnational 

uptake, since technical norms often mediate between abstract rights and 

operational controls; here, governance research on international 

standardisation indicates both the integrative potential of global norms and 

the risks of capture, which the article returns to in the analysis of 

implementation and convergence infra Section 580. 

 

 

4. Comparative Legal Developments on Neurorights 

 

This section maps the main legal templates that currently structure 

neurorights and adjacent protections across jurisdictions. The comparison 

proceeds by legal design rather than by a catalogue of countries, 

distinguishing a rights-first constitutional track, a prohibition-and-risk 

regulatory track, and a consumer-administrative track that relies on general 

unfair-practice and product-safety controls, with standard-setting as a 

transversal force. 

A rights-first constitutional track is most visible in Latin America, with 

Chile as the leading case. Constitutional text now anchors protection for 

                                   
77 S. Wachter and B. Mittelstadt, A Right to Reasonable Inferences, cit.; C. Bublitz, F. 

Bariffi, M. Sosa Navarro and P. Kellmeyer, UNESCO’s Recommendation on Neurotechnology, 
cit. 

78 S. Ligthart, C. Bublitz, T. Douglas, L. Forsberg and G. Meynen, Rethinking the Right 
to Freedom of Thought, in Human Rights Law Review, vol. 22, 2022, ngac028; J.-C. Bublitz, The 
Nascent Right to Psychological Integrity and Mental Self-Determination, in A. von Arnauld, K. von 
der Decken and M. Susi (eds), The Right to Mental Integrity, Cambridge, 2020.  

79 C. Bublitz, F. Bariffi, M. Sosa Navarro and P. Kellmeyer, UNESCO’s 
Recommendation on Neurotechnology, cit. 

80 Arts. 5, 9–15 AI Act; Supreme Court of Chile, Girardi Lavín v. Emotiv Inc., cit.; W. 
Mattli and T. Büthe, Setting International Standards, cit. 
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mental integrity and brain-derived information, and judicial practice has 

treated psychological integrity and privacy as enforceable limits on 

commercial processing of neurodata, including orders of deletion where 

processing was unlawful81. Regional political bodies have also experimented 

with model instruments that supply a portable vocabulary for member 

legislatures and courts, signalling an intent to normalise neurorights within 

public law rather than to treat them as a sub-species of data protection82. 

The strength of this track is symbolic clarity and justiciability. Courts can 

translate protected interests into remedies without waiting for sectoral 

codes. Its weakness is operational because constitutional language requires 

downstream legislation to define technical duties, standards of proof, and 

supervisory architecture; otherwise, adjudication risks over-reliance on 

general principles. 

A prohibition-and-risk regulatory track is exemplified in Europe. The 

Artificial Intelligence Act prohibits, as an unacceptable risk practice under 

Article 5(1)(b), AI systems that exploit vulnerabilities arising from age, 

disability, or socio-economic situation to materially distort behaviour in 

ways likely to cause harm to the affected persons, while also imposing risk 

management, testing, and documentation duties under Articles 9 to 15 on 

high-risk systems that can surface covert influence and render it 

evidentiary83. In parallel, the Council of Europe’s Framework Convention 

on Artificial Intelligence embeds human rights, democracy, and rule-of-law 

constraints in a binding public-international instrument, providing a 

channel for judicial dialogue with the European Court of Human Rights 

and national courts84. The EU regulatory framework, however, must be read 

against a pre-existing and substantial body of scholarship on vulnerability 

and manipulation in European consumer and user protection law: Micklitz’s 

work on the responsive consumer and the limits of autonomy-based 

protection, scholarship on algorithmic manipulation and the conditions 

under which personalised targeting crosses from persuasion into 

exploitation, and data protection literature examining Article 9 GDPR’s 

special category regime and Article 22’s constraints on automated profiling 

                                   
81 Law No. 21.383 of 14 October 2021 amending Art. 19 of the Constitution of Chile, 

cit.; Supreme Court of Chile, Girardi Lavín v. Emotiv Inc., cit. 
82 Latin American Parliament, Model Law on Neuro-Rights and Neurotechnologies, 2023. 
83 Art. 5 and Arts. 9–15 AI Act. 
84 Council of Europe, Framework Convention on Artificial Intelligence and Human Rights, 

Democracy and the Rule of Law, opened for signature 5 September 2024. 
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as resources for contesting systems that infer or exploit mental states 

without adequate safeguards. This literature establishes that the concept of 

cognitive vulnerability in EU law is not a creation of the AI Act but rather 

an extension of a long-running debate about the structural power 

asymmetries between platforms and users, a debate that neurorights 

scholars must engage with rather than bypass. European doctrinal work on 

freedom of thought has clarified how modern interferences may occur 

through data-driven inference and influence below awareness thresholds, 

strengthening the conceptual link between forum internum guarantees and 

regulatory prohibitions85. The strength of this track lies in its operational 

detail, providing administrative mechanisms for supervision and a coherent 

framework for defining prohibitions. However, the key risk remains under-

inclusion: when protection depends on a closed list of prohibited practices, 

novel forms of cognitive interference may escape coverage until they are 

expressly codified, while evidentiary challenges persist where manipulation 

is diffuse and non-transparent. That gap matters for AI governance 

specifically. The AI Act represents a deliberate choice to treat cognitive 

manipulation as a human rights concern and not merely a market failure, 

but the framework’s effectiveness will depend on whether enforcement 

authorities develop the technical capacity to identify AI-driven interference 

with mental autonomy in practice. 

A consumer-administrative track is most developed in the United 

States. In the absence of a federal neurorights instrument, protection is 

mediated through general unfair- or deceptive-practices law, sectoral 

privacy statutes, and product-safety norms. Scholarship on digital 

manipulation and dark patterns has informed regulatory doctrines that treat 

covert steering and choice-architecture abuse as unlawful even where 

data-protection rules are not directly engaged86. Risk-management 

frameworks have begun to recognise cognitive exposure as a category of 

harm and to embed documentation and testing duties upstream in 

development lifecycles, which can ease evidentiary burdens ex post by 

                                   
85 S. Ligthart, C. Bublitz, T. Douglas, L. Forsberg and G. Meynen, Rethinking the Right 

to Freedom of Thought, cit.; S. Ligthart, T. Douglas, C. Bublitz, T. Kooijmans and G. Meynen, 
Forensic Brain-Reading and Mental Privacy in European Human Rights Law, cit. 

86 R. Calo, Digital Market Manipulation, cit.; E. Luguri and R.H. Strahilevitz, Shining a 
Light on Dark Patterns, cit.; A. Mathur, G. Acar, M. Friedman, E. Lucherini, J. Mayer, M. 
Chetty, A. Narayanan, Dark Patterns at Scale, in Proceedings of the ACM on Human-Computer 
Interaction, vol. 3, 2019, Art. 81. 
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making design choices legible to regulators and courts87. This track is 

flexible and fast to adapt, yet coverage is uneven, and the absence of a 

rights-based baseline can make mental autonomy contingent on agency 

enforcement priorities. 

Standard-setting operates across all tracks. OECD principles provide a 

non-binding but widely endorsed baseline for trustworthy AI, and they are 

frequently translated into procurement rules, certification schemes, and 

internal compliance programs. 88 The UNESCO process adds a 

neurorights-specific lens that defines protected mental interests and 

prohibited modalities at a level of generality suitable for constitutional 

drafting and for regulatory codes. In practice, soft-law standards shape audit 

checklists, model documentation templates, and conformity-assessment 

criteria, which in turn determine what kinds of cognitive interference are 

visible to institutions. This feedback loop is powerful. It can drive 

convergence around a minimum floor while leaving room for jurisdictional 

elaboration, but it also raises capture risks if industry actors dominate 

technical committees or if standards substitute for, rather than complement, 

enforceable rights. 

Three comparative observations follow. First, the more a system relies 

on prohibitions and design-time controls, the better it aligns with the 

temporality of cognitive harm, which typically materialises before awareness 

and resists post hoc proof89. Secondly, a constitutional anchor for mental 

integrity can accelerate judicial recognition of mental autonomy as a 

justiciable interest and deliver concrete remedies such as deletion and 

cessation, but only where implementing legislation makes cognitive 

interference administrable through duties, documentation, and audit90. 

Thirdly, standard-setting is not an afterthought. It is the conduit that 

translates abstract rights into operational controls and evidentiary artefacts. 

The challenge is to ensure that standardisation reflects public-law values 

                                   
87 National Institute of Standards and Technology, Artificial Intelligence Risk Management 

Framework 1.0, 2023.  
88 OECD, AI Principles, 2019, cit. 
89 UNESCO, Towards an International Instrument on the Ethics of Neurotechnology 

(intergovernmental meeting of experts, 12–16 May 2025; final draft to be submitted to the 
43rd General Conference, Nov. 2025) 

90 UNESCO, Draft text of the Recommendation on the Ethics of Neurotechnology (May 2025). 
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rather than only technical feasibility, which requires balanced participation 

and clear public mandates alongside private expertise91. 

These tracks are not mutually exclusive. Jurisdictions can 

constitutionalise a core while relying on risk-based regulation to police 

prohibited modalities and on consumer-administrative tools to tackle 

residual manipulation. Over time, dialogue among courts, regulators, and 

standard-setters can consolidate a shared understanding of the protected 

legal interest and of the modalities that constitute unlawful interference with 

mental autonomy92. That dynamic is already visible in the interplay between 

constitutional adjudication in Chile, regulatory prohibitions and risk duties 

in the European Union, and administrative enforcement against 

manipulative design in the United States. 

 

 

5. Implementation and Convergence in Practice 

 

Universal commitments acquire force only when they are translated 

into the routines of design, documentation, testing, and audit. That 

translation is beginning to take shape in three channels that operate across 

legal families. Management-system standards set organisation-level duties 

for governance, risk, and improvement; risk-management frameworks 

specify processes for identifying and treating harms; technical and ethical 

standards articulate testable properties such as transparency and human 

well-being. 93 Together, these instruments provide hooks through which 

abstract protections of mental autonomy can be made operational in 

development lifecycles and procurement.  

Management-systems and risk-management instruments offer 

immediate leverage for cognitive risk. For example, ISO/IEC 42001 

establishes an AI management system with policy, roles, risk processes, and 

continual improvement, a structure that can embed duties to identify and 

mitigate exposure arising from inference about mental states and persuasive 

                                   
91 M. Ramanathan, The UNESCO Draft Recommendations on Ethics of Neurotechnology: A 

Commentary, in Indian Journal of Medical Ethics, vol. X, 2025. 
92 C. M. L. Brown, Neurorights, Mental Privacy, and Mind Reading, in Neuroethics, vol. 17, 

2024, p. 1 ff. 
93 National Institute of Standards and Technology, Artificial Intelligence Risk Management 

Framework 1.0, 2023. 
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design94. Additionally, ISO/IEC 23894 provides detailed guidance for AI 

risk management, including context definition, risk identification, and 

control selection, which can be extended to mental information and 

manipulation-related harms95. Also, NIST’s AI Risk Management 

Framework complements these by offering a voluntary, process-based 

approach whose governance and measurement functions can be populated 

with neurorights-relevant controls such as pre-release testing for attentional 

capture and covert influence96. 

The technical standards stream is diversifying. For instance, ISO/IEC 

JTC 1/SC 42 coordinates AI standardisation across foundational concepts, 

trustworthiness, and conformity-assessment linkages, which positions it to 

shape evidentiary artefacts that regulators and courts will recognise97. In the 

IEEE 7000-series, IEEE 7001 defines measurable, testable levels of 

transparency for autonomous systems, while IEEE 7010 proposes methods 

for assessing impacts on human well-being. These instruments are not 

neurorights codes, yet they can be repurposed to make cognitive effects 

observable in a way that supports enforcement. For example, transparency 

levels can include disclosure when systems infer or modulate mental states, 

and well-being metrics can track attentional burden or erosion of user 

agency9899. 

Regional regulation is beginning to align with this standardisation 

process. The EU Artificial Intelligence Act links high-risk systems to 

conformity assessment procedures that refer to technical standards and 

documentation duties. In the absence of complete harmonisation, providers 

may rely on equivalent technical specifications and risk management 

frameworks. These mechanisms matter for neurorights because they 

determine whether cognitive risks are identified before deployment and 

whether evidence of hidden influence or unauthorised decoding can later 

be demonstrated. Also, administrative practices are beginning to converge 

toward similar forms of regulatory control. The European Data Protection 

Board’s guidelines on deceptive design patterns in social media give 

                                   
94 Ibid. 
95 ISO/IEC 42001:2023, Artificial intelligence Management system. 
96 ISO/IEC 23894:2023, Information technology Artificial intelligence Guidance on risk 

management. 
97 ISO/IEC JTC 1/SC 42, Artificial intelligence, scope and working groups. 
98 IEEE 7001-2021, Standard for Transparency of Autonomous Systems. 
99 S. Goering, Recommendations for Responsible Development and Application of 

Neurotechnologies, in Neuroethics, vol. 16, 2023, p. 1 ff. 
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regulators a taxonomy for identifying covert steering in interfaces100. 

Although framed under data protection, they supply markers and exemplars 

that map onto the exploitation of cognitive weakness in AI systems and can 

guide design-time mitigation and disclosure. This template can be adapted 

in consumer-protection and sectoral regimes to treat manipulation as a form 

of unfair practice, particularly where vulnerabilities are structural and not 

class-based101. 

Domestic legislation is also beginning to recognise brain data as a 

protected category of personal data. In the United States, Colorado has 

created the first express statutory protections for neural and related data 

within its consumer-privacy framework and has adopted a comprehensive 

AI law that imposes risk-management and documentation duties for high-

risk systems102. These moves are uneven and still maturing, yet they 

demonstrate a path for articulating per se constraints on collection and 

disclosure of neurodata alongside process duties for AI risk, two pillars that 

track the universalist baseline proposed for neurorights103. 

Implementation can be built around three operational elements 

without waiting for bespoke neurorights statutes. First, require classification 

of mental information as a protected category in management-systems and 

risk frameworks, covering neural signals and non-neural proxies that 

function as cognitive biometrics. Secondly, require pre-market testing for 

cognitive impact with design-level mitigations where systems are capable of 

attentional capture, affective inference, or persuasive modulation that 

targets cognitive weakness. Thirdly, mandate disclosure when a system 

processes or infers mental states and require deployers to document 

controls, residual risk, and user-facing remedies. These elements can be 

written directly into AI management systems, risk registers, and 

conformity-assessment files, which makes them auditable. ISO/IEC and 

IEEE instruments already provide the scaffolding for such duties.  

                                   
100 European Data Protection Board, Guidelines 03/2022 on Deceptive Design Patterns in 

Social Media Platform Interfaces: How to Recognise and Avoid Them, Version 2.0, final version 
adopted 24 February 2023. 

101 Art. 40 AI Act on harmonised standards and presumption of conformity and Art. 
11 AI Act on technical documentation. 

102 Colorado Senate Bill 24-205, Artificial Intelligence and Consumer Protections Act, signed 
into law 17 May 2024, effective 1 February 2026. 

103 Future of Privacy Forum, Conformity Assessments under the EU AI Act, White Paper, 
30 April 2025. 
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Standardisation is a double-edged conduit for universalism. It is the 

practical route through which abstract rights shape technical practice, but it 

also carries familiar risks of capture and drift from public-law values104. 

Comparative policy analysis has warned that reliance on harmonised and 

private standards can relocate normative decisions to technical committees, 

and recent commentary on the AI Act’s standardisation pipeline reaches 

similar conclusions about the need for strong public mandates and balanced 

participation105. These warnings should not be understood as a rejection of 

standardisation but rather as a design brief for its governance, calling for 

transparency in committee membership, clear justification for the selection 

of tests and metrics, and effective public oversight whenever standards 

acquire legal force. 106 

Universality and relativism can work together within this framework. 

Global agreements can define the main protected mental interests and 

prohibited practices, while each country can adapt technical details such as 

metrics and testing methods to its own systems and capacities. 

Convergence, therefore, depends on shared forms of evidence created 

through standards and risk frameworks rather than identical rules. What 

matters is that these tools make cognitive risks clear at an early stage and 

allow legal action when standards do not give clear answers107. 

 

 

6. Universal Standards and Local Realities: An Evaluative Framework 

 

The tension between universalism and relativism only becomes 

meaningful when linked to practical legal functions. A standard that defines 

protected mental interests but cannot be enforced remains aspirational, 

while one that ignores differences in how people experience cognitive risks 

fails to protect those most exposed to harm. The evaluative question is 

therefore twofold. First, can universal neurorights specify a minimum 

                                   
104 M. Bartlett, Standard Deviation: Global Standardisation and Implications for International 

Law, in New Zealand Yearbook of International Law, 2019, p. 119 ff. 
105 R. Kilian, L. Jäck and D. Ebel, European AI Standards – Technical Standardisation and 

Implementation Challenges under the EU AI Act, in European Journal of Risk Regulation, 2025, p. 
1 ff. 

106 European Digital Rights, The Role of Standards and Standardisation Processes in the EU’s 
Artificial Intelligence Act, May 2022. 

107 F. Sovrano, Simplifying Software Compliance: AI Technologies in Regulatory Frameworks, 
in Patterns, vol. 6, 2025, e1000123. 



 
 

Aimen Taimur 
Neurorights in the Age of AI:  

Universalism, Cognitive Vulnerability, and the Limits of Legal Translation 
 

ISSN 2532-6619    - 149 -   Special Issue VIII (2026) 

content that travels across legal families without hollowing out cognitive 

protection108? Second, can that content be implemented through institutions 

that differ in adjudicatory culture and infrastructure?109 

A minimum content must do more than restate freedom of thought. It 

should define protected mental interests and prohibited modalities of access 

and influence in a manner that is legible to courts and regulators. A 

workable core would include protection of cognitive data, understood to 

cover neural signals and non-neural proxies that functionally disclose or 

modulate mental content;110 a prohibition on non-consensual decoding 

where a person intends mental content to remain private;111 and a 

prohibition on covert manipulation that exploits cognitive weakness to steer 

behaviour, especially below awareness thresholds112. Each element 

corresponds to a justiciable boundary and to a locus for design-time duties 

and evidentiary artefacts. 

At this point, context becomes relevant on three levels. First, the 

definition of proxies that count as mental information will vary with local 

technical practices and measurement tools, so a universal rule should state 

function-based criteria and delegate sensor-specific taxonomies to technical 

standards and guidance113. Secondly, proof of covert influence depends on 

institutional capacity. Jurisdictions with strong administrative oversight can 

rely on audit trails and impact assessments; jurisdictions with court-led 

enforcement will need presumptions and structural indicators to shift 

burdens where interface patterns predictably drive behaviour114. Thirdly, 

remedies must correspond to the practical levers available within different 

legal systems. Measures such as deletion or cessation orders are also 

relatively portable across jurisdictions, while remedies involving 

disgorgement or product withdrawal depend on specific legislative 

                                   
108 J. Donnelly, Universal Human Rights in Theory and Practice, cit., p. 10 ff.  
109 P. O’Callaghan, The Right to Freedom of Thought: An Interdisciplinary Analysis, in The 

International Journal of Human Rights, vol. 28, 2024, p. 281 ff.  
110 European Parliament, Panel for the Future of Science and Technology, The protection of 

mental privacy in the area of neuroscience, Study PE 757.807, 2024; on non-neural proxies 
functioning as cognitive biometrics, supra note 40. 

111 UN Human Rights Committee, General Comment No. 22 on Freedom of Thought, 
Conscience and Religion, CCPR/C/21/Rev.1/Add.4 (1993), cit.; A/76/380, Interim Report of 
the Special Rapporteur on Freedom of Religion or Belief, United Nations, 2021, §§ 24–47. 

112 Art. 5(1)(a)–(b) AI Act. 
113 ISO/IEC JTC 1/SC 42, cit. 
114 European Data Protection Board, Guidelines 03/2022 on Deceptive Design Patterns in 

Social Media Platform Interfaces, cit. 
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mandates. A universal standard that anticipates these variations and 

accommodates institutional diversity is therefore more likely to endure in 

translation and implementation. 

The comparative record supports this structure. The European 

approach, with red-line prohibitions combined with conformity-assessment 

duties, makes covert influence legible before market access and creates 

documentation that can travel into litigation115. The constitutional route 

visible in Chile demonstrates that mental autonomy can be recognised as a 

justiciable interest with concrete deletion remedies, which resolves standing 

and justiciability concerns ex ante while leaving technical standards to 

follow-up legislation116. The United States practice shows how 

consumer-administrative doctrines117 can treat covert steering as unlawful 

manipulation even in the absence of a dedicated neurorights catalogue, 

provided enforcement agencies have clear taxonomies of dark patterns and 

deceptive design118. None of these tracks alone guarantees coverage; 

together they suggest that universal content and local instrumentation can 

be harmonised without erasing difference. 

The forum internum of freedom of thought provides a firm normative 

foundation, yet its effective application to contemporary technological 

contexts requires further doctrinal development. Recent UN reporting has 

documented how inference and influence can reach protected mental 

domains indirectly through data-driven profiling and persuasive 

architectures119. European human-rights jurisprudence, while developed 

primarily under the right to respect for private life, has recognised 

psychological integrity as part of protected private life and has allowed 

granular balancing for interferences with mental well-being120. These lines 

of authority render the notion of universal content substantively meaningful 

                                   
115 Future of Privacy Forum, Conformity Assessments under the EU AI Act, White Paper, 

30 April 2025. 
116 Supreme Court of Chile, Girardi Lavín v. Emotiv Inc., cit.; Law No. 21.383 of 14 

October 2021 amending Art. 19 of the Constitution of Chile, cit. 
117 Colorado Senate Bill 24-205, Artificial Intelligence and Consumer Protections Act, signed 

into law 17 May 2024, effective 1 February 2026. 
118 R. Calo, Digital Market Manipulation, cit.; E. Luguri and R.H. Strahilevitz, Shining a 

Light on Dark Patterns, cit. 
119A/76/380, Interim Report of the Special Rapporteur on Freedom of Religion or Belief, United 

Nations, 2021, cit. 
120 European Court of Human Rights, Bensaid v. United Kingdom, App. No. 44599/98, 
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rather than rhetorical. They provide a doctrinal foundation for recognising 

that covert manipulation and non-consensual decoding are not simply 

privacy violations or consumer-law infractions but constitute interferences 

with the fundamental conditions of thought and self-formation. 

The argument for contextual universality is not that everything is 

relative. It is that universality is strongest when stated at the level of 

protected mental interests and prohibited modalities, and when 

implementation is allowed to vary in metrics, thresholds, and institutional 

design121. This stance is familiar in human-rights theory, which has long 

distinguished between universal concepts and diverse conceptions and 

implementations. In the neurorights context, the translation work passes 

through standard-setting and risk frameworks, which generate the 

evidentiary artefacts on which both regulators and courts rely. 

Presumptions of conformity under regional law will amplify this effect, but 

they also threaten to relocate normative choices to technical committees 

unless participation and public mandates are secured122. Governance 

responses are a readily available tool that can strengthen the legitimacy of 

standard-setting processes. They may include ensuring transparency in 

committee membership, providing reasoned justification for the selection 

of tests and metrics, and establishing mechanisms for public scrutiny or 

challenge when standards acquire legal effect. 

However, two residual objections should be addressed. Some critics 

argue that any universal core will be either so narrow as to be redundant or 

so broad as to be vague123. The redundancy claim dissolves once the object 

is mental information and the prohibited modalities are specified with 

precision. The vagueness claim loses force when the core is operationalised 

through design-time duties, documentation, and audit, which produce 

legible artefacts for adjudication and supervision. Others warn that a focus 

on restricting the flow of neurodata could hinder the development of 

beneficial neurotechnologies and research124. The answer is proportionality 

in implementation, i.e. a strict per se rule against non-consensual decoding 

                                   
121 J. Donnelly, The Relative Universality of Human Rights, in Human Rights Quarterly, vol. 

29, 2007, p. 281 ff. 
122 Skadden, EU Standardization Supporting the AI Act, 7 October 2024; AI Act Standard 
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123 L. Feito, The Difficulty of Universal Neurorights, in AJOB Neuroscience, vol. 14, 2023, p. 
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for private mental content, paired with conditions for research and clinical 

contexts that include independent oversight, data-minimisation, and 

purpose-binding, preserves therapeutic innovation while protecting the 

forum internum. 

The most viable solution lies in an evaluative framework that maintains 

universalism and relativism in productive tension. Universalism supplies the 

baseline content of neurorights; relativism in implementation supplies the 

fit with local institutions and infrastructures.  

 

 

7. Conclusion 

 

Universal neurorights are plausible only if they are specified as 

protected mental interests and prohibited modalities that courts and 

regulators can apply in practice, and only if their implementation 

accommodates the diversity of cognitive exposure across legal orders. The 

core content is narrow and concrete. Mental information must be the legal 

object, understood to include neural signals and non-neural proxies that 

functionally disclose or modulate mental content125, with per se constraints 

against non-consensual decoding for private mental content and against 

covert manipulation that exploits cognitive weakness. All other mechanisms 

serve as instruments through which these core protections are implemented 

and enforced. 

Implementation should proceed where design choices and 

documentation live, not only where remedies are ordered. 

Management-systems and risk-management frameworks already supply 

levers for duties to identify and mitigate cognitive risk, to test for attentional 

capture and covert influence, and to disclose when systems infer or process 

mental states126. Regional regimes that tie presumptions of conformity to 

listed standards will shape what evidence is created in development 

lifecycles and, therefore, what can be adjudicated later127, which is why 

                                   
125 J. Donnelly, Universal Human Rights in Theory and Practice, cit., p. 10 ff.; J. Donnelly, 

The Relative Universality of Human Rights, cit.  
126 European Parliament, STOA, The Protection of Mental Privacy in the Area of 

Neuroscience, cit.; P. Kellmeyer, Neurorights, in M. D. Dubber, F. Pasquale and S. Das (eds), 
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governance of standard-setting itself is a first-order human-rights question 

and not a technical afterthought128. 

Comparative experience confirms the feasibility of a universal core 

with differentiated delivery. A constitutional anchor can render mental 

autonomy justiciable with concrete remedies such as deletion and 

cessation129, while prohibition-and-risk regimes make covert influence 

legible before market access and keep evidentiary artefacts close to design 

and deployment130. Consumer-administrative enforcement fills residual gaps 

by treating manipulative interfaces and dark patterns as unlawful practices, 

provided taxonomies and indicators are available to enforcement staff131. As 

mentioned earlier, two objections recur; the first is redundancy. If freedom 

of thought, privacy, integrity, and non-discrimination already exist, a 

separate neurorights vocabulary might appear superfluous. However, 

existing guarantees do not yet specify the prohibited modalities that reach 

protected mental domains through inference and influence at scale, nor do 

they mandate the documentation needed to prove covert interference. A 

universal core that targets mental information and manipulation fills that 

gap without proliferating rights labels132. The second being that the strict 

rules on cognitive data could become an obstacle for therapeutic and 

research uses of neurotechnology. The response is proportionality in 

implementation and context-specific carve-outs with independent 

oversight, purpose-binding, and data-minimisation, which preserve 

beneficial pathways while protecting the forum internum133. 
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The path forward should be iterative and adaptive rather than 

maximalist, developing through successive refinements that align ethical 

aspirations with institutional realities. Therefore, UNESCO’s process can 

state minimum global commitments that define the protected interest and 

the prohibited modalities, while regional and national regimes build the 

evidentiary and supervisory machinery that makes those commitments real. 

With final negotiations on the UNESCO Recommendation set for 

November 2025, the coming months will test whether the international 

community can translate ethical consensus into binding legal form and 

confirm neurorights as a concrete expression of freedom of thought. The 

debate about neurorights is, at its core, part of the wider question of what 

AI regulation owes to human dignity. The UNESCO Recommendation 

gestures toward an answer. Whether that answer acquires legal force will 

depend less on the text adopted in November 2025 than on the domestic 

institutions, courts, and regulators willing to act on it. 
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ABSTRACT: AI systems can now infer attitudes, emotions, and 

intentions from neural signals, gaze patterns, and behavioural data, often 

without the person being observed knowing it is happening. This article 

asks whether international human rights law can keep pace with that shift, 

and specifically whether neurorights, understood as protections for mental 

privacy, cognitive liberty, and psychological integrity, can be given a 

workable universal form. The comparison drawn here is between Chile, 

which has constitutionalised mental integrity and produced justiciable case 

law; the European Union, which has prohibited certain AI practices while 

leaving significant evidentiary gaps; and the United States, which relies on 

consumer protection doctrines built for different problems. The UNESCO 

Recommendation on the Ethics of Neurotechnology (2025) attempts to 

speak to all three, though its authority rests on persuasion rather than 

obligation. The argument advanced is that a viable universal framework is 

achievable, but it requires precision about what is actually being protected 

and against what kinds of AI-mediated interference, alongside genuine 

flexibility about how those protections are enforced across very different 

legal systems. 

 

KEYWORDS: neurorights – cognitive vulnerability – freedom of 

thought – neurotechnology – artificial intelligence. 
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